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Abstract

Large language models (LLMs) such as GPT-
4, Claude 3, Llama 3, Gemini 1.5, Qwen, and
DeepSeek-LLM now power consumer assis-
tants, clinical decision support, software en-
gineering pipelines, scientific discovery, and
autonomous agents. The same generality
that makes them useful—open-ended instruc-
tion following, retrieval and synthesis, and
tool use—also exposes a vast attack surface.
LLM safety denotes the property that a sys-
tem declines content liable to cause physi-
cal, psychological, financial, societal, or sys-
temic harm while remaining helpful on be-
nign requests. This survey organizes the field
along seven dimensions: (i) scope—training-
, inference-, and deployment-time risks; (ii)
taxonomy—jailbreaks, indirect prompt in-
jection, backdoors, poisoning, hallucination,
bias, privacy leakage, dual-use uplift; (iii)
historical arc—from PPO (2017) and summa-
rization RLHF (2020) through InstructGPT
(2022) and Constitutional AI (2022) to GCG
(2023) and Constitutional Classifiers (2025);
(iv) key methods—RLHF-PPO, DPO, Safe
RLHF, RLAIF, SmoothLLM, Llama Guard,
StruQ/SecAlign, RMU unlearning; (v)
benchmarks—HH-RLHF, BeaverTails, Ad-
vBench, HarmBench, TrustLLM, Decod-
ingTrust, WMDP, XSTest, AgentDojo;
(vi) limitations—shallow alignment, cost
asymmetry, multilingual and multimodal
gaps, weak-to-strong oversight; and (vii)
predictions—eight falsifiable forecasts for
2026–2028 in Section 12.3. Across nine years,
more than 600 jailbreak papers, 300+ open
safety datasets cataloged by Röttge…
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Figure 1. Figure 1: The end-to-end LLM safety lifecy-
cle from pre-training data filtering through deployment
guardrails, with characteristic threat surfaces annotated
at each stage.

1. Introduction and Conceptual Foundations
of LLM Safety

1.1. Definitions, HHH Framing, and the Refusal
Policy

The dominant conceptual frame is the helpful–honest–
harmless (HHH) triad of Askell et al. (2021, “A Gen-
eral Language Assistant as a Laboratory for Align-
ment”). Helpful denotes responsiveness to user goals,
honest denotes calibrated reporting of model knowl-
edge, and harmless denotes refusal of disallowed con-
tent. Bai et al. (2022, “Training a Helpful and
Harmless Assistant”) operationalized HHH through
the HH-RLHF preference dataset of 161,000 pairs and
showed that a single reward model partially captures
all three. Helpfulness and harmlessness are never-
theless in tension—an observation Dai et al. (2023,
“Safe RLHF”) later formalized as a Lagrangian-
constrained optimization with a separate harm-cost
model. TrustLLM (Huang et al. 2024) extends HHH
into eight trustworthiness dimensions—truthfulness,
safety, fairness, robustness, privacy, machine ethics,
transparency, and accountability—evaluated on 16
mainstream LLMs across 30 datasets and more than
90,000 queries. Liu et al. (2023, “Trustworthy LLMs”)
survey seven alignment-relevant evaluation categories,
and Ji et al. (2023, “AI Alignment: A Comprehensive
Survey”) map the broader four-pillar RICE landscape
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(Robustness, Interpretability, Controllability, Ethical-
ity), within which the present survey scopes the safety
subset.

Operationally, safety is a refusal policy r : X→ {com-
ply, refuse} learned implicitly via reinforcement learn-
ing. Hu, Chen, and Ho (2024, “Gradient Cuff”) show
that aligned models exhibit sharp decision bound-
aries between benign and harmful requests; adversar-
ial prompts exploit this by walking short distances
in input space across the boundary. Wei, Hagh-
talab, and Steinhardt (2023, “Jailbroken”) attribute
jailbreak susceptibility to two failure modes: com-
peting objectives, in which instruction-following over-
rides safety training, and mismatched generalization,
in which safety data fails to cover the test distribution.
The same two modes recur across cipher attacks (Yuan
et al. 2023), low-resource-language attacks (Yong et
al. 2023), and many-shot in-context jailbreaks (Anil
et al. 2024), and we treat them as the principal lens
for diagnosing alignment failures throughout the sur-
vey.

1.2. Threat Models, Attack Surfaces, and Risk
Categories

LLM threats span the model lifecycle and have con-
crete instances at every stage: a poisoned training
corpus (Bowen et al. 2024), a 20-token GCG suffix at
inference (Zou et al. 2023), an injected webpage in re-
trieval (Greshake et al. 2023), or a single-bit Rowham-
mer fault on deployed weights (Guo, Chakrabarti, and
Fan 2025). Following Cui et al. (2024, “Risk Taxon-
omy, Mitigation, and Assessment Benchmarks”) and
Liao et al. (2026, “Attack and defense techniques in
large language models”), we organize threats into three
temporal phases. Training-time threats include data
poisoning (Bowen et al. 2024, “Scaling Trends for
Data Poisoning in LLMs”), instruction-tuning back-
doors (Xu et al. 2023, “Instructions as Backdoors”),
and direct weight backdoors via model editing (Li
et al. 2024, “BadEdit”). Inference-time threats in-
clude the now-canonical jailbreak class—Greedy Co-
ordinate Gradient or GCG (Zou et al. 2023), Prompt
Automatic Iterative Refinement or PAIR (Chao et
al. 2023), GPTFUZZER (Yu et al. 2023), Auto-
DAN (Zhu et al. 2023), AmpleGCG (Liao and Sun
2024), AdvPrompter (Paulus et al. 2024)—plus in-
direct prompt injection (Greshake et al. 2023, “Not
What You’ve Signed Up For”) and visual or ty-
pographic attacks against multimodal models (Qi
et al. 2024, “Visual Adversarial Examples Jailbreak
Aligned Large Language Models”; Gong et al. 2025,
“FigStep”). Deployment-time threats include pri-
vacy leakage (Carlini et al. 2021, “Extracting Train-

ing Data from Large Language Models”), API plu-
gin abuse, agentic tool misuse evaluated in AgentDojo
(Debenedetti et al. 2024), and even hardware-level in-
tegrity attacks such as the single-bit-flip SBFA against
LLM weights (Guo, Chakrabarti, and Fan 2025).

The risk-category vocabulary follows Weidinger et
al. (2021, “Ethical and social risks of harm from Lan-
guage Models”), who identify six pillars: discrimi-
nation/exclusion/toxicity, information hazards, mis-
information harms, malicious uses, human-computer
interaction harms, and environmental/socioeconomic
harms. Frontier-evaluation guidance is laid out by
Shevlane et al. (2023, “Model evaluation for extreme
risks”) and operationalized in WMDP (Li et al. 2024,
“The WMDP Benchmark”), which contains 4,157
multiple-choice questions covering biosecurity, cyber-
security, and chemistry—a quantification of dual-use
uplift risk. Privacy risk has been formalized by Ginart
et al. (2022, “Submix”) and Zhang, Wen, and Huang
(2023, “ETHICIST”). The medical-domain study by
Alber et al. (2025) in Nature Medicine shows that
as little as 0.001% of poisoned training tokens suf-
fice to inject false clinical claims—a stark quantita-
tive demonstration that “training-time threats” are
not theoretical. We summarize the principal threat
classes in the table below to anchor the taxonomic vo-
cabulary used throughout the survey.

1.3. Scope and Roadmap of the Survey

This subsection lays out the survey roadmap and no-
tational conventions. The survey covers the opera-
tional practice and theoretical foundations of LLM
safety. AGI alignment is out of scope except where
it bears on present-day systems (e.g., scalable over-
sight, Section 11). The remaining sections proceed
from history and taxonomy to algorithms, attacks,
defenses, evaluation, and frontier risk. Section 2
traces the nine-year arc from PPO through Consti-
tutional AI to the 2025–2026 frontier-defense gener-
ation. Section 3 presents the three-axis taxonomy—
temporal phase × attack family × defense family. Sec-
tion 4 treats alignment algorithms (RLHF-PPO, DPO
with KTO/IPO/ORPO variants, Safe RLHF, Consti-
tutional AI, RLAIF) with explicit objectives, hyperpa-
rameters, and failure modes. Section 5 catalogs adver-
sarial jailbreaks: gradient-based (GCG, AmpleGCG,
AdvPrompter, AutoDAN), black-box and persuasion-
based (PAIR, GPTFUZZER, PAP, DAN), multilin-
gual and cipher (Yong et al. 2023; Yuan et al. 2023),
long-context (Anil et al. 2024), and multimodal (Qi et
al. 2024; Gong et al. 2025). Section 6 covers indirect
prompt injection and agent safety. Section 7 addresses
privacy, memorization, backdoors, and data poison-
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Threat
phase Representative threat Canonical reference Key parameter

Training-
time

Data poisoning Bowen et al. 2024 0.1%–1% poison fraction → harmful
behaviour

Training-
time

Medical poisoning Alber et al. 2025 0.001% poison → false medical fact

Training-
time

Instruction backdoor Xu et al. 2023 Trigger phrase activates undesired output

Inference GCG suffix Zou et al. 2023 20-token suffix, ~99% ASR on Vicuna
Inference PAIR query attack Chao et al. 2023 ≤20 black-box queries
Inference Many-shot JB Anil et al. 2024 100s of in-context demonstrations
Inference Indirect injection Greshake et al. 2023 Hidden instruction in retrieved text
Inference FigStep visual Gong et al. 2025 Typographic image bypasses VLM guard
Deployment Training-data

extraction
Carlini et al. 2021 Memorized PII verbatim

Deployment Agent tool abuse Debenedetti et al. 2024 AgentDojo 47% tool-use ASR
Deployment SBFA bit-flip Guo, Chakrabarti, Fan

2025
Single-bit weight flip

ing. Section 8 treats hallucination, toxicity, bias,
and sycophancy. Section 9 catalogs datasets, bench-
marks, and metrics. Section 10 surveys deployment-
time guardrails. Section 11 addresses CBRN uplift,
cyber-offense, persuasion, and weak-to-strong super-
vision. Section 12 closes with limitations and eight
falsifiable predictions for 2026–2028.

The survey is retrieval-friendly. Every named method,
dataset, benchmark, and metric appears in a sec-
tion heading or table cell with its author–year anchor.
Throughout we use π for the policy LLM, πref for the
SFT reference, rϕ for a learned reward model, c_ψ for
a learned cost (harm) model, and β for the KL penalty
coefficient. Cross-references are explicit. For example,
attack success rate (ASR) is fixed in Section 9.5, and
the closed-form DPO objective in Section 4.2 is reused
by SecAlign in Section 6.2.

Because the literature spans NLP, ML theory, secu-
rity, and AI governance with overlapping but incon-
sistent vocabulary, our principal contribution is unifi-
cation rather than novelty. We provide a single map
covering definitions, history, taxonomy, algorithms,
attacks, defenses, datasets, metrics, and predictions.
Practitioners can locate techniques for a specific de-
ployment; researchers can orient quickly to canonical
references and open problems.

2. Historical Evolution from RLHF to
Constitutional Frontier Systems

LLM safety has accumulated across three distinguish-
able epochs that are visualized as a single timeline in

Figure 5. The pre-2021 foundations epoch established
RLHF and preference learning—Schulman et al.’s PPO
(2017), Christiano et al.’s preference-from-comparison
framework (2017), Ziegler et al.’s LM-RLHF (2019),
and Stiennon et al.’s summarization RLHF (2020)—
and produced the first quantitative safety benchmarks:
TruthfulQA’s 817 questions (Lin et al. 2022) and
RealToxicityPrompts’ 100,000 prompts (Gehman et
al. 2020). The 2022 inflection year compressed three
pivotal contributions—InstructGPT (Ouyang et al.,
March 2022), HH-RLHF (Bai et al., April 2022),
and Constitutional AI (Bai et al., December 2022)—
around the November 2022 ChatGPT release that
turned alignment into a commercial necessity. The
2023–2026 frontier epoch has been defined by ad-
versarial discoveries (GCG, PAIR, AutoDAN, many-
shot, FigStep), public system cards (GPT-4, Claude
3, Llama 2/3, GPT-4o), and a first generation of dedi-
cated guardrails and benchmarks (Llama Guard, Con-
stitutional Classifiers, HarmBench, TrustLLM, Agent-
Dojo). The next three subsections explain why each
transition occurred.

2.1. Pre-2021 Foundations: PPO, Preference
Learning, and Summarization RLHF

The algorithmic backbone of LLM alignment is Proxi-
mal Policy Optimization (PPO; Schulman et al. 2017),
a clipped policy-gradient method that tolerates high-
variance updates in large action spaces while pre-
serving monotonic improvement in expectation. PPO
was demonstrated originally on Atari and continuous-
control benchmarks, not on language, but its sample
efficiency made it the natural choice once language
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Figure 2. Figure 5: Timeline of LLM safety milestones
from PPO (2017) through Constitutional Classifiers (2025)
and the lifecycle-safety surveys of 2026.

modelers began experimenting with RL. Christiano et
al. (2017, “Deep Reinforcement Learning from Human
Preferences”) and Ziegler et al. (2019, “Fine-tuning
Language Models from Human Preferences”) then es-
tablished that human pairwise preferences could re-
place hand-designed rewards, with the Bradley–Terry
model converting comparisons to a scalar reward. By
2020, Stiennon et al. (“Learning to Summarize from
Human Feedback”) showed RLHF beating SFT base-
lines on TL;DR: GPT-3-RLHF achieved a 70% win
rate against human reference summaries. The pipeline
already had its modern shape—SFT, reward model,
PPO with the KL penalty β·KL(π‖π_ref)—and the
formula clearly generalized beyond summarization.

A parallel but quieter thread laid the groundwork
for safety specifically. Lin, Hilton, and Evans (2022,
“TruthfulQA”) introduced an 817-question benchmark
spanning 38 categories—health, law, finance, politics,
religion, fiction, conspiracies—designed to elicit imita-
tive falsehoods. They found that the largest GPT-3
model was truthful on only ~25% of questions, while
humans scored 94%; scaling alone made models less
truthful, foreshadowing the “alignment tax” debates
of 2023. Gehman et al. (2020, “RealToxicityPrompts”)
collected 100,000 web-mined prompts and showed that
pre-trained LMs generate toxic continuations on a
non-trivial fraction even from benign-looking prefixes.
Hartvigsen et al. (2022, “ToxiGen”) extended this
to 274,000 machine-generated implicit-hate sentences
across 13 minority groups. These benchmarks gave the
safety community its first quantitative footing.

2.2. 2022 Inflection: InstructGPT, Anthropic HH,
and the ChatGPT Era

The InstructGPT paper of Ouyang et al. (March
2022, “Training language models to follow instructions
with human feedback”) fixed the canonical three-stage

RLHF recipe now used by virtually every commer-
cial LLM: (1) supervised fine-tuning on roughly 13,000
demonstration prompts; (2) reward-model training
on roughly 33,000 pairwise rankings; (3) PPO fine-
tuning against the learned reward with a KL penalty
against the SFT reference to prevent reward hacking.
InstructGPT-1.3B was preferred over the 175B GPT-
3 base model 70% of the time despite being 100×
smaller—evidence that alignment quality dominates
raw scale for user-perceived helpfulness.

The Anthropic team published the helpful-and-
harmless corpus in April 2022 (Bai et al., “Training
a Helpful and Harmless Assistant with Reinforcement
Learning from Human Feedback”). HH-RLHF con-
tains 161,000 preference pairs, half labeled for help-
fulness and half for harmlessness, allowing separate
or joint training of reward models. Bai et al. found
a tension between the two objectives: a single mixed
reward model traded off ~5% helpfulness for harm-
lessness, foreshadowing the constrained-RLHF formu-
lations later developed by Dai et al. (2023). Crucially,
Anthropic also released the dataset publicly, enabling
the wider community to study alignment empirically.

In November 2022 OpenAI launched ChatGPT, ex-
posing alignment to the public at scale. Within weeks,
“DAN” (“Do Anything Now”) jailbreak prompts cir-
culated on Reddit and were systematically catalogued
by Shen et al. (2024, “Do Anything Now: Character-
izing and Evaluating In-The-Wild Jailbreak Prompts
on Large Language Models”), who collected 1,405 jail-
breaks from 131 communities. The same Decem-
ber, Anthropic published Constitutional AI (Bai et
al. 2022, “Constitutional AI: Harmlessness from AI
Feedback”), introducing reinforcement learning from
AI feedback (RLAIF) governed by a written constitu-
tion of approximately 75 principles drawn from sources
such as the UN Universal Declaration of Human
Rights and Apple’s terms of service. Constitutional
AI demonstrated that AI critics could replace humans
in the harmlessness loop—reducing both labelling cost
and labeler exposure to disturbing content—while
matching or exceeding RLHF on harmlessness.

2.3. 2023–2026 Frontier-Model Safety Disclosures and
Standards

The March 2023 GPT-4 Technical Report introduced
public reporting of red-team evaluations, refusal rates
on harmful prompts, and dual-use risk assessments,
setting a de facto reporting standard. Meta’s Llama
2 release of July 2023 (Touvron et al., “Llama 2:
Open Foundation and Fine-Tuned Chat Models”) went
further, publishing the full RLHF recipe, a dedi-
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cated safety SFT corpus, “ghost-attention” for system-
prompt persistence, and adversarial evaluation across
14 risk categories. In the same week, Zou, Wang, Car-
lini, Nasr, Kolter, and Fredrikson (July 2023, “Univer-
sal and Transferable Adversarial Attacks on Aligned
Language Models”) posted the GCG paper. A 20-
token adversarial suffix optimized on a single open-
weight model transferred to closed-weight GPT-3.5,
GPT-4, and PaLM-2, reaching 99% attack success rate
(ASR) on Vicuna-7B and 84% on GPT-3.5-Turbo over
the 520-behavior AdvBench corpus. The 2022 con-
fidence that RLHF produced robust models gave way
to the 2023 recognition that current alignment was de-
feated by automated optimization.

The autumn of 2023 produced a wave of jailbreak in-
novations: AutoDAN (Zhu et al.) cast adversarial-
suffix discovery as a hierarchical genetic algorithm pre-
serving readability; PAIR (Chao et al.) showed that
black-box jailbreaks were achievable in ≤20 queries
via an attacker LLM; GPTFUZZER (Yu et al.) auto-
mated mutation of seed jailbreaks; and Yong, Mengh-
ini, and Bach demonstrated that low-resource trans-
lation (Zulu, Scots Gaelic, Hmong) bypassed GPT-
4’s English-centric alignment, achieving 79% jailbreak
success vs 0.5% in English. Yuan et al. (“GPT-4 Is Too
Smart To Be Safe”) showed that wrapping a request in
Caesar-cipher or Morse-code achieved similar bypass.
Defense responses appeared simultaneously: Smooth-
LLM (Robey et al. 2023) used randomized smoothing
across N=10 perturbed copies; Llama Guard (Inan
et al. 2023) introduced a dedicated 7B safety classi-
fier; Safe RLHF (Dai et al. 2023) cast the helpful-
harmless trade-off as a Lagrangian-constrained opti-
mization. The DPO paper (Rafailov et al. 2023, “Di-
rect Preference Optimization: Your Language Model
is Secretly a Reward Model”) offered a closed-form al-
ternative to PPO that quickly displaced it in many
open-source training pipelines.

The years 2024 and 2025 saw the field professional-
ize. HarmBench (Mazeika et al. 2024) standardized
red-team evaluation at 510 behaviors × 18 attacks ×
33 LLMs, finally providing the apples-to-apples com-
parison the field had lacked. TrustLLM (Huang et
al. 2024) evaluated 16 mainstream LLMs across 30
datasets and 8 trust dimensions, using more than
90,000 evaluation queries. The WMDP benchmark (Li
et al. 2024) targeted dual-use uplift specifically with
4,157 multiple-choice questions on biosecurity, cyber-
security, and chemistry. Many-shot jailbreaking (Anil
et al. 2024) exploited Claude 3 Opus’s 200,000-token
context window with hundreds of in-context demon-
strations of harmful behavior, showing power-law scal-
ing of ASR with shot count. Visual jailbreaks via Fig-

Step (Gong et al. 2025) and Visual Adversarial Ex-
amples (Qi et al. 2024) opened the multimodal attack
surface. On the defense side, Llama Guard 2 and 3
expanded coverage; Anthropic’s Constitutional Classi-
fiers (Sharma et al. 2025) reported reducing universal
jailbreak success below 5% over 3,000 hours of red-
teaming with only ~25% inference-compute overhead.
The agent era introduced AgentDojo (Debenedetti et
al. 2024), R-Judge (Yuan et al. 2024), and Agent Secu-
rity Bench (Zhang et al. 2024), shifting the focus from
prompt-level to action-graph evaluation.

The governance dimension matured in parallel. The
U.S. NIST released AI 100-2 E2023 (Vassilev et
al. 2024), an authoritative taxonomy of adversarial-
machine-learning attacks. The EU AI Act, with its
General-Purpose AI Model (GPAI) provisions in Ar-
ticle 55, came into force August 2025 with manda-
tory red-team-report and incident-log requirements for
≥10^25-FLOP training runs. The 2025 Safety at Scale
survey by Ma et al. and the 2026 lifecycle-safety syn-
thesis of Hao et al. (“Aligning large language mod-
els across the lifecycle”) and the systematic Liao et
al. (2026) “Attack and defense techniques in large lan-
guage models” indicate the field has reached a degree
of consolidation: attack and defense techniques are
now codified into stable taxonomies, benchmarks have
proliferated to the point that meta-surveys (Röttger et
al. 2025 “SafetyPrompts” catalogs 300+ datasets) are
themselves needed, and the engineering practice has
separated alignment research from deployment-time
guardrail engineering.

In summary, several cross-cutting trends emerge.
First, every alignment innovation has been followed
within months by a counter-attack: RLHF’s 2022 de-
ployment was met with DAN jailbreaks in late 2022
and GCG in mid-2023. Second, the cost asymmetry
favors attackers: GCG runs in 5–60 GPU-minutes,
while RLHF needs thousands of GPU-hours. This
motivates decoding-time defenses, guardrail classifiers,
and adversarial-training pipelines. Third, scale alone
has not solved safety: Wei et al. (2023) showed GPT-4
was more susceptible to some jailbreaks than GPT-3.5,
and Wang et al. (2023, DecodingTrust) found GPT-4
more truthful but more manipulable on stereotype and
privacy axes. Fourth, alignment objectives have plu-
ralized. Where 2022 had RLHF-PPO alone, 2026 has
at least eight in active commercial use: vanilla RLHF,
Safe RLHF, DPO, IPO, KTO, ORPO, Constitutional
AI, and RLAIF. The 2025–2026 frontier surveys (Ma
et al. 2025; Dong et al. 2025; Liao et al. 2026) recom-
mend layered defenses combining training-time align-
ment, decoding-time monitoring, and system-level ac-
cess control—a defense-in-depth posture rather than
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Year Event Significance Key reference

2017 PPO published RL backbone for RLHF Schulman et al. 2017
2019 Fine-tuning LMs from

preferences
First LM-RLHF Ziegler et al. 2019

2020 Summarization RLHF RLHF beats SFT Stiennon et al. 2020
2021 HHH framing; TruthfulQA Conceptual + benchmark Askell 2021; Lin 2022
2022
Mar

InstructGPT Three-stage RLHF recipe Ouyang et al. 2022

2022
Apr

HH-RLHF 161k pairs, public Bai et al. 2022

2022
Nov

ChatGPT public; DAN
jailbreaks

Mass deployment + attack
folklore

OpenAI; Shen 2024

2022
Dec

Constitutional AI RLAIF + ~75 principles Bai et al. 2022

2023
Mar

GPT-4 Technical Report First commercial red-team
disclosure

OpenAI 2023

2023
Jul

Llama 2 + GCG suffix Open weights; universal attack Touvron 2023; Zou 2023

2023
Oct

PAIR + AutoDAN + DPO Black-box JB; closed-form
alignment

Chao 2023; Zhu 2023; Rafailov
2023

2023
Dec

Llama Guard First open output classifier Inan et al. 2023

2024
Feb

HarmBench standardization Apples-to-apples eval Mazeika et al. 2024

2024
Apr

Many-shot Jailbreak Long-context exploit Anil et al. 2024

2024
Aug

EU AI Act enters force Governance EU 2024

2025
Jan

Constitutional Classifiers 88% defense, 25% compute
overhead

Sharma et al. 2025

2025
Feb

Safety at Scale survey Agent-era synthesis Ma et al. 2025

2026 Lifecycle / Attack-defense
surveys

Field consolidation Hao 2026; Liao 2026

any single silver bullet.

3. Taxonomy of LLM Safety Threats and
Mitigations

The LLM safety literature has accumulated more than
two dozen named attack methods (GCG, PAIR, Au-
toDAN, AmpleGCG, AdvPrompter, GPTFUZZER,
PAP, DAN, FigStep, MSJ, …), more than fifteen
named defense families (Llama Guard, Constitutional
Classifiers, SmoothLLM, Gradient Cuff, SafeInfer,
StruQ, SecAlign, Spotlighting, …), and more than
thirty open benchmarks (HH-RLHF, BeaverTails, Ad-
vBench, HarmBench, AgentDojo, WMDP, …) in just
three years. Without a stable vocabulary, results can-
not be compared, deployments cannot be audited,
and gaps cannot be identified. This section estab-

lishes the three-axis taxonomy that organizes the rest
of the survey: (i) the temporal phase at which a
threat acts—training, inference, or deployment; (ii)
the attack method family—suffix optimization, per-
suasion, cipher, multimodal, many-shot, or injection;
and (iii) the defense method family—input/output fil-
tering, decoding-time, training-time, or system-level.
We synthesize the taxonomies of Cui et al. (2024),
Shayegani et al. (2023, “Survey of Vulnerabilities in
LLMs”), Dong et al. (2024, “Attacks, Defenses and
Evaluations for LLM Conversation Safety”), the NIST
AI 100-2 E2023 report (Vassilev et al. 2024), Ma et
al. (2025, “Safety at Scale”), and Liao et al. (2026).
Figure 2 presents the resulting taxonomy tree.
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Figure 3. Figure 2: Taxonomy of LLM safety threats, de-
fenses, and evaluation primitives, organized by temporal
phase and method family.

3.1. Training-Time, Inference-Time, and
Deployment-Time Threats

The first axis is the temporal phase at which a threat
acts. Training-time threats compromise the model be-
fore deployment, embedding undesired behaviors into
the weights. The empirical thresholds are now well-
quantified: Bowen et al. (2024, “Scaling Trends for
Data Poisoning in LLMs”) show that 0.1% poisoned
tokens suffice for targeted behavior in 7B-parameter
GPT-style models, and Alber et al. (2025, Nature
Medicine) demonstrate that 0.001% poisoning of a
1.4B-token medical corpus injects specific false med-
ical claims that MedQA and PubMedQA fail to de-
tect. Backdoor attacks (Xu et al. 2023, “Instruc-
tions as Backdoors”; Yan et al. 2023, “Backdooring
Instruction-Tuned Large Language Models with Vir-
tual Prompt Injection”) plant a trigger phrase that
activates a hidden malicious response. BadEdit (Li et
al. 2024) implants backdoors through model editing
rather than fine-tuning, requiring only 15 trigger sam-
ples and altering at most 0.01% of parameters. The
training-time category also includes federated-tuning
attacks (TuBA, He et al. 2024), pre-training-stage poi-
soning, and supply-chain attacks via tampered LoRA
adapters released to public model hubs.

Inference-time threats act after deployment: the model
weights are unchanged, but the input is adversarially
crafted. The dominant subclass is the jailbreak, de-
fined by Wei et al. (2023, “Jailbroken: How Does
LLM Safety Training Fail?”) as a prompt that in-
duces an aligned model to produce content its train-
ing was supposed to refuse. The Greedy Coordinate
Gradient attack of Zou et al. (2023) is the proto-
typical white-box jailbreak; PAIR (Chao et al. 2023)
and GPTFUZZER (Yu et al. 2023) are prototypi-
cal black-box jailbreaks. Closely related is indirect
prompt injection: an attacker embeds adversarial in-

structions in third-party content (an email, a webpage,
a document) that the LLM ingests in normal opera-
tion (Greshake et al. 2023, “Not What You’ve Signed
Up For”). Side-channel and model-extraction attacks
also belong here. Deployment-time threats target the
operational system rather than the model directly:
API plugin abuse, prompt-injection of LLM-as-judge
graders (Shi et al. 2024, “Optimization-based Prompt
Injection Attack to LLM-as-a-Judge”), tool-call ex-
ploitation in agents (Debenedetti et al. 2024, Agent-
Dojo), training-data extraction (Carlini et al. 2021),
membership inference (Hu et al. 2022), and even
hardware-level attacks—Guo, Chakrabarti, and Fan
(2025) demonstrate the SBFA single-bit-flip attack
that breaks safety alignment by altering one weight
bit.

Cross-cutting these three phases is the attacker-
knowledge axis: white-box (full access to weights and
gradients), black-box (only API access to outputs),
and gray-box (access to logits or restricted internal
state). White-box attacks like GCG and AmpleGCG
(Liao and Sun 2024) yield the strongest theoretical
attack power but require open weights; black-box at-
tacks like PAIR are weaker per-query but transfer to
commercial APIs. The transferability between settings
is itself a research question—Zou et al. (2023) showed
that GCG suffixes optimized on Vicuna-7B transferred
to GPT-3.5 and GPT-4 with non-trivial ASR, while
Liao and Sun’s AmpleGCG explicitly trains a genera-
tive model of suffixes for transfer.

3.2. Attack Method Families: Suffix, Persuasion,
Cipher, Multimodal, Many-shot

The second axis groups attacks by method family—
a useful classification because each family shares an
optimization signature, a defense profile, and a typ-
ical ASR range. Suffix-optimization attacks—GCG
(Zou et al. 2023, 99% on Vicuna-7B), AutoDAN (Zhu
et al. 2023, 88% on Vicuna), AmpleGCG (Liao and
Sun 2024, 99% on GPT-3.5), AdvPrompter (Paulus et
al. 2024, 800× faster than GCG), and ASETF (Wang
et al. 2024)—optimize a token sequence appended to
a harmful request to maximize the probability of an
affirmative-response prefix such as “Sure, here is…”.
GCG uses greedy coordinate gradient descent over
the discrete token space; AutoDAN replaces gradients
with a hierarchical genetic algorithm preserving read-
ability; AmpleGCG distills GCG into a generator that
produces transferable suffixes in a forward pass. Ad-
vPrompter trains a fast adaptive attacker model that
generates suffixes 800× faster than GCG. The shared
signature of this family is gradient or evolutionary op-
timization in token space.
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Persuasion-based attacks rely on natural-language
manipulation rather than optimization. Zeng et
al. (2024, “How Johnny Can Persuade LLMs to
Jailbreak Them”) catalog 40 persuasion techniques
drawn from social science—appeal-to-authority, role-
play, false dichotomy, emotional appeal—and show
that persuasive prompts reach 92% ASR on GPT-4.
The “DAN” family of in-the-wild jailbreaks (Shen et
al. 2024) belongs here, as does the “Wolf in Sheep’s
Clothing” nested-prompt attack of Ding et al. (2024).
PAIR (Chao et al. 2023) automates persuasion by us-
ing a second LLM as the attacker and a third as the
judge, achieving black-box ASR with ≤20 queries.

Cipher and obfuscation attacks evade safety filters by
transforming the input. Yuan et al. (2023, “GPT-4
Is Too Smart To Be Safe”) show that Caesar-cipher,
ASCII art, and Morse-code wrappers bypass GPT-4’s
safety filters in 60–80% of cases; the model is smart
enough to decode these but not to apply safety reason-
ing to the decoded request. Yong, Menghini, and Bach
(2023, “Low-Resource Languages Jailbreak GPT-4”)
show that translating the request into Zulu, Scots
Gaelic, or Hmong achieves 79% ASR vs 0.5% in En-
glish, because alignment data is overwhelmingly En-
glish. Wang et al. (2023, “All Languages Matter”) gen-
eralize this to a multilingual safety benchmark across
10 languages.

Long-context and many-shot attacks exploit large con-
text windows. Anil et al. (2024, “Many-shot Jailbreak-
ing”) fill the context with 256 fake demonstrations of
harmful Q&A and observe a power-law scaling of ASR
with shot count: at 8 shots ASR is ~1%, at 256 shots
it is ~80% on Claude 2. The attack is essentially in-
context learning of misalignment. Wei et al. (2026,
“Jailbreak and Guard Aligned Language Models with
Only Few In-Context Demonstrations”) show that a
small number of in-context demonstrations (5–10) suf-
fices for both jailbreak and inverse-jailbreak (guard-
ing).

Multimodal attacks target vision-language models. Qi
et al. (2024, “Visual Adversarial Examples Jailbreak
Aligned Large Language Models”) craft an adversarial
image whose features bias the LLM toward harmful
continuations. FigStep (Gong et al. 2025) renders a
textual harmful instruction as typography in an image,
evading text-side filters. Arondight (Liu et al. 2024)
generates multimodal jailbreaks automatically. Blue-
Suffix (Zhao et al. 2024) presents a defense via rein-
forced blue-teaming. The multimodal attack surface
is the fastest-growing of the families catalogued here.

3.3. Defense Method Families: Input/Output
Filtering, Decoding-Time, Training-Time,
System-Level

Defenses partition into four families that compose
hierarchically: input/output classifiers wrap the
LLM, decoding-time interventions modify generation,
training-time alignment shapes the base policy, and
system-level controls govern the surrounding architec-
ture. Input/output filtering defenses sit outside the
LLM and detect either malicious inputs or harmful
outputs. Llama Guard (Inan et al. 2023) is a 7B clas-
sifier trained on a six-category taxonomy (violence,
sexual content, criminal planning, regulated/firearms,
suicide/self-harm, hate); it operates at ~120 ms/token
latency on an A100. The OpenAI Moderation API
(Markov et al. 2023, “A Holistic Approach to Unde-
sired Content Detection in the Real World”) provides
commercial coverage of 11 categories. Constitutional
Classifiers (Sharma et al. 2025) train on synthetic data
conditioned on a written constitution, achieving 88%
defense over 3,000 hours of red-team probing with
~25% compute overhead. Perplexity filters (Jain et
al. 2023, “Baseline Defenses for Adversarial Attacks
Against Aligned Language Models”) flag adversarial-
suffix inputs by their abnormally high perplexity—an
inexpensive but easily bypassed defense.

Decoding-time defenses modify the generation pipeline
without retraining. SmoothLLM (Robey et al. 2023)
generates N=10 random character-perturbed copies of
the input and aggregates outputs by majority vote, re-
ducing GCG ASR from 99% to <1%. Gradient Cuff
(Hu, Chen, and Ho 2024) detects jailbreaks by examin-
ing the refusal-loss landscape’s gradient norm. SafeIn-
fer (Banerjee et al. 2024) and Safety Arithmetic (Hazra
et al. 2024) intervene on activations or parameters at
inference. Self-Reminder injects a system message re-
minding the model of its safety obligations. RAIN per-
forms rewindable inference. The decoding-time family
trades inference compute for safety without altering
training.

Training-time defenses bake safety into the model.
Safe RLHF (Dai et al. 2023) optimizes a Lagrangian-
constrained objective max*θ E[r*ϕ] s.t. E[c_ψ] ≤ d,
where c_ψ is a learned cost (harm) model. Consti-
tutional AI (Bai et al. 2022) replaces human harm-
lessness labels with AI critiques against a written
constitution. RLAIF (Lee et al. 2023) extends this
idea to general preference labeling. Direct Prefer-
ence Optimization (Rafailov et al. 2023) provides
a closed-form alternative to PPO. Safety SFT di-
rectly fine-tunes on refusal demonstrations; PKU-
SafeRLHF (Ji et al. 2024) provides a 30k-item multi-
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level safety preference corpus. Adversarial training—
including red-team-augmented SFT data and An-
thropic’s automated-red-team pipeline (Ganguli et
al. 2022)—is now standard practice at frontier labs.

System-level defenses operate at the architecture and
deployment level. StruQ (Chen et al. 2024) uses struc-
tured queries to separate trusted instructions from
untrusted data. SecAlign (Chen et al. 2024) ex-
tends DPO to inject preference pairs that explicitly
disprefer obeying injected instructions. Spotlight-
ing (Hines et al. 2024) marks untrusted text with
special tokens. Signed-Prompt (Suo 2024) authen-
ticates instructions cryptographically. Sandbox iso-
lation, tool-call validation, and rate-limited capabili-
ties are infrastructure-level defenses for agentic LLMs.
AgentDojo (Debenedetti et al. 2024) and Agent Se-
curity Bench (Zhang et al. 2024) provide testbeds for
system-level vulnerabilities.

In summary, three patterns emerge. First, no sin-
gle defense is sufficient: SmoothLLM cuts GCG ASR
to <1% but is bypassed by persuasion; Llama Guard
catches explicit harms but is bypassed by cipher; Safe
RLHF reduces base-model harm but not many-shot at-
tacks. The 2025–2026 consensus (Ma et al. 2025; Dong
et al. 2025; Liao et al. 2026) is that defense-in-depth
is the only robust posture. Second, the cost asym-
metry persists: GCG takes 5–60 GPU-minutes, Am-
pleGCG amortizes to seconds, and PAIR costs ~$0.02
per black-box jailbreak, while defenses require ongo-
ing classifier maintenance and red-team labor. Third,
the taxonomy is provisional: agentic systems have
added tool-call hijacking (Debenedetti 2024), action-
graph red teaming (Wicaksono et al. 2025), MCP-
server safety (Zong et al. 2025), and multi-agent col-
lusion. The taxonomy is prescriptive as well as de-
scriptive. A practitioner should answer four questions:
which threat phases am I exposed to; which attack
families are realistic; which defense families address
my exposure (Llama Guard, Constitutional Classifiers,
RLHF + Constitutional AI, system-level tool gating);
and which benchmarks evaluate my coverage (Harm-
Bench, AdvBench, AgentDojo, DecodingTrust).

4. Alignment Algorithms: RLHF, Safe
RLHF, DPO, and Constitutional AI

The alignment algorithm is the dominant training-
time lever shaping how an LLM trades helpfulness
for harmlessness. This section presents the princi-
pal algorithm families with explicit objectives, training
pipelines, hyperparameter ranges, and known failure
modes. The objects of study are concrete: π is the
policy LLM, πref the SFT reference, rϕ a learned re-

Figure 4. Figure 3: Side-by-side comparison of the RLHF,
DPO, and Safe RLHF training pipelines, with their objec-
tive functions, computational costs, and safety guarantees.

ward model, c_ψ a learned cost (harm) model, and β
the KL-penalty coefficient (typical β ∈ [0.01, 0.2]). Re-
ported failure modes include reward hacking (Casper
et al. 2023), verbosity bias (Park et al. 2024), pref-
erence collapse (Xiao et al. 2025), and shallow safety
alignment that breaks under 100 benign-looking fine-
tuning examples (Qi et al. 2023). We follow the
trajectory from vanilla RLHF (Ouyang et al. 2022)
through DPO (Rafailov et al. 2023), Safe RLHF (Dai
et al. 2023), Constitutional AI (Bai et al. 2022), and
RLAIF (Lee et al. 2023). Figure 3 summarizes the
algorithmic comparison.

4.1. The RLHF Pipeline and Reward Modeling

Reinforcement learning from human feedback fol-
lows the three-stage InstructGPT recipe (Ouyang et
al. 2022) inherited from Stiennon et al. (2020): SFT
→ reward model→ PPO with KL penalty. Each stage
has well-characterized data scales, loss functions, and
failure modes that we make explicit below. Stage 1
is supervised fine-tuning (SFT) on demonstrations: a
base LM π_base is trained on (prompt, ideal-response)
pairs with cross-entropy loss to produce π_SFT. In-
structGPT used about 13,000 SFT prompts; LLaMA
2-Chat used roughly 27,000; OpenAssistant Conver-
sations (Köpf et al. 2023) provides 161,443 messages
across 35 languages.

Stage 2 trains a reward model r_ϕ(x, y) on pairwise
comparisons (x, yw, yl) where yw is preferred over yl
by a labeler. Under the Bradley-Terry-Luce model the
loss is:

L*RM(ϕ) = −E[log σ(rϕ(x, yw) − r*ϕ(x, yl))]

InstructGPT used 33,000 comparison pairs; HH-
RLHF (Bai et al. 2022) provides 161,000 pairs split
between helpfulness and harmlessness. UltraFeedback
(Cui et al. 2023) provides 64,000 pairs labeled by GPT-
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Defense
family

Layer
of
stack Representative methods

Compute
over-
head Robustness

Input
filter

Pre-
LLM

Perplexity filter (Jain 2023), Llama Guard (Inan 2023) 5–20% Medium against GCG;
weak against
persuasion

Output
filter

Post-
LLM

OpenAI Moderation, Llama Guard, Constitutional
Classifiers (Sharma 2025)

10–25% High when classifier is
well-tuned

Decoding-
time

GenerationSmoothLLM (Robey 2023), Gradient Cuff (Hu 2024),
SafeInfer (Banerjee 2024), Self-Reminder

3–10×
sam-
pling

Strong against suffix;
weak against
persuasion

Training-
time

OptimizationSafe RLHF (Dai 2023), Constitutional AI (Bai 2022),
DPO (Rafailov 2023), RLAIF (Lee 2023),
Adversarial-SFT

50–
200%
training

Foundational but
bypassable

System-
level

ArchitectureStruQ, SecAlign, Spotlighting, Signed-Prompt,
Tool-gating

<5%
deploy

High for
prompt-injection;
orthogonal to JB

UnlearningPost-
hoc

TOFU (Maini 2024), WMDP unlearning (Li 2024),
in-context unlearning

5–50% Capability-removal
style

4 as a teacher. The reward model is typically ini-
tialized from the SFT checkpoint and trained for 1–2
epochs at a learning rate ~5e-6 on a fixed-position-
encoded sequence.

Stage 3 fine-tunes π via Proximal Policy Optimization
(Schulman et al. 2017) against r_ϕ with a KL penalty
against π_SFT:

LPPO = E{x, y�π*θ}[r*ϕ(x, y) − β ·
log(π_θ(y|x)/π_SFT(y|x))]

The KL coefficient β is critical: β too small per-
mits reward hacking and distributional collapse; β too
large recovers π_SFT and forfeits the alignment gain.
Typical β values are 0.01–0.2. Zheng et al. (2023,
“Secrets of RLHF in Large Language Models Part I:
PPO”) provide a detailed empirical study of PPO sta-
bilization tricks, including reward whitening, advan-
tage normalization, value-function clipping, and per-
token KL penalties.

The known failure modes of vanilla RLHF are cata-
logued by Casper et al. (2023, “Open Problems and
Fundamental Limitations of Reinforcement Learning
from Human Feedback”): preference misspecification
(labelers disagree, are biased, or have heterogeneous
values); reward hacking (the policy exploits reward-
model errors); distributional shift (the policy deviates
from π_SFT, making the reward model unreliable);
over-optimization (Goodhart’s law); sycophancy (the
model learns to flatter labelers rather than be truth-
ful); and verbosity bias (Park et al. 2024, “Disentan-
gling Length from Quality in Direct Preference Opti-

mization”) in which the reward model rewards longer
responses regardless of quality.

4.2. DPO and Closed-Form Preference Optimization
Variants

Direct Preference Optimization (Rafailov et al. 2023,
“Direct Preference Optimization: Your Language
Model is Secretly a Reward Model”) shows that the
optimal RLHF policy under the Bradley–Terry pref-
erence model admits a closed form, eliminating both
the separate reward model and the on-policy PPO
loop. The result has reshaped open-source align-
ment: implementations train at roughly 30% the cost
of full RLHF and have spawned an active variant
family (RRHF, KTO, ORPO, IPO, Cal-DPO, Step-
DPO, Pre-DPO) addressing length bias, calibration,
and reference-distribution sensitivity. The DPO loss
is:

L*DPO(θ) = −E[log σ(β log(πθ(yw|x)/π_ref(yw|x))
− β log(π*θ(yl|x)/π_ref(yl|x)))]

DPO has become the dominant open-source alignment
algorithm because it requires only forward and back-
ward passes through the policy and a frozen reference,
with no online sampling, no reward-model training,
and no PPO machinery. Implementations train at
roughly 30% the cost of full RLHF.

Variants address specific weaknesses. RRHF (Yuan
et al. 2023, “RRHF: Rank Responses to Align Lan-
guage Models with Human Feedback without tears”)
uses a ranking loss across k responses simultaneously.
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PRO (Song et al. 2024, “Preference Ranking Opti-
mization for Human Alignment”) generalizes ranking
to listwise. KTO (Ethayarajh 2024) replaces pref-
erence pairs with binary good/bad labels under a
Kahneman-Tversky utility model. ORPO (Hong 2024)
merges SFT and preference optimization in a single
loss. IPO (Azar et al. 2024) addresses DPO’s over-
fitting on narrowly-confident preferences. Cal-DPO
(Xiao et al. 2024) calibrates the implicit reward; Step-
DPO (Lai et al. 2024) operates at the step level for
chain-of-thought. The proliferation of DPO variants
reflects active engineering work to fix known DPO fail-
ure modes—particularly verbosity (Park et al. 2024),
reward over-optimization, and difficulty matching the
reference distribution.

For safety specifically, SecAlign (Chen et al. 2024) ex-
tends DPO to defend against prompt injection by con-
structing preference pairs in which yw refuses to obey
injected instructions and yl obeys them. Banerjee et
al. (2024, “SafeInfer”) and Hazra et al. (2024, “Safety
Arithmetic”) propose decoding-time analogs that ef-
fectively apply DPO-like steering at inference. The
closed-form character of DPO makes safety constraints
compositional: one can stack a helpfulness DPO ob-
jective with a safety DPO objective by adding their
losses, although the resulting trade-off is not formally
guaranteed to recover the constrained-RL solution.

4.3. Safe RLHF, Constitutional AI, and RLAIF

Building on Section 4.2’s preference-optimization
view, this subsection turns to objectives that explic-
itly separate harm from helpfulness. This subsection
covers Safe RLHF, Constitutional AI, RLAIF, and the
Constitutional Classifiers deployment pattern. Safe
RLHF (Dai et al. 2023, “Safe RLHF: Safe Reinforce-
ment Learning from Human Feedback”) frames the
helpfulness–harmlessness trade-off as a constrained op-
timization with an explicit harm budget d. The objec-
tive is:

max*θ E[r*ϕ(x, y)] s.t. E[c_ψ(x, y)] ≤ d

where rϕ is a helpfulness reward model and cψ is a
harm/cost model. The Lagrangian relaxation intro-
duces an adaptive multiplier λ:

L = E[r_ϕ] − λ(E[c_ψ] − d), with λ ← max(0, λ +
η(E[c_ψ] − d))

The BeaverTails dataset (Ji et al. 2023, “Beaver-
Tails: Towards Improved Safety Alignment of LLM
via a Human-Preference Dataset”) supplies 333,963
QA pairs with separate helpfulness and harmfulness
annotations across 14 harm categories. This separa-
bility lets Safe RLHF train rϕ and cψ independently.

PKU-SafeRLHF (Ji et al. 2024) extends the corpus to
30,000 multi-level safety preferences. On Alpaca-7B,
Safe RLHF reduces harmful response rate from 47%
to 5% on a held-out red-team set while keeping help-
fulness within 2 points of the unconstrained baseline.

Constitutional AI (Bai et al. 2022, “Constitutional
AI: Harmlessness from AI Feedback”) is the princi-
pal alternative to human-labeled harmlessness train-
ing. The pipeline has two phases. In phase 1 (critique-
and-revise SFT), the model is given a harmful prompt,
generates an initial response, then critiques and revises
its response against a written constitution; the revised
response replaces the original in the SFT corpus. In
phase 2 (RLAIF), an AI critic compares pairs of re-
sponses against the constitution and generates pref-
erence labels for an AI-labeled reward model. An-
thropic’s published constitution contains roughly 75
principles drawn from sources including the UN Uni-
versal Declaration of Human Rights, Apple terms of
service, and an empirical pre-experimental list of harm
categories. Constitutional AI removes the need for hu-
man harmlessness labelers (a substantial cost saving
and worker-protection benefit) and matches or exceeds
RLHF on harmlessness benchmarks. RLAIF (Lee et
al. 2023, “RLAIF vs. RLHF: Scaling Reinforcement
Learning from Human Feedback with AI Feedback”)
demonstrates the same idea generalizes beyond harm-
lessness, with PaLM-2 as labeler producing rewards
that match human-RLHF on summarization and dia-
logue.

The Sun et al. (2023, “Principle-Driven Self-Alignment
of Language Models from Scratch with Minimal Hu-
man Supervision”; Dromedary) variant takes Consti-
tutional AI further by minimizing human supervision
to about 300 seed prompts and a written set of prin-
ciples, then generating the entire training corpus self-
supervised. Cui et al. (2023, “UltraFeedback”) use
GPT-4 as a labeler at scale across 64,000 pairs, nar-
rowing the gap between RLAIF and RLHF.

For safety specifically, the Constitutional Classifiers
framework (Sharma et al. 2025) takes the consti-
tutional approach to deployment: rather than fine-
tuning the base model, one trains lightweight in-
put/output classifiers on synthetic data conditioned
on the constitution. Sharma et al. report that Con-
stitutional Classifiers reduce universal-jailbreak suc-
cess from ~86% to <5% across 3,000 hours of hu-
man red-teaming, with ~25% inference-compute over-
head and a 0.38% baseline-refusal increase. This rep-
resents the first deployment-grade defense robust to
the GCG/AutoDAN/PAIR triad of state-of-the-art at-
tacks.
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4.4. Open Problems and Theoretical Limitations

Despite the algorithmic diversity above, several fun-
damental limitations persist across RLHF, DPO, and
constitutional methods. We organize them as Casper
et al. (2023, “Open Problems and Fundamental Limi-
tations of Reinforcement Learning from Human Feed-
back”) do, around three pillars—feedback, reward
modeling, and policy optimization—and add a fourth
pillar specific to safety: generalization gap (Wei et
al. 2023; Qi et al. 2023). Casper et al. (2023) enumer-
ate twelve open problems with RLHF, organized into
challenges of feedback gathering, reward modeling,
and policy optimization. Among these, three deserve
emphasis here. First, preference inconsistency: human
labelers disagree at rates of 20–40% on harmlessness
judgments (Bai et al. 2022). The Bradley-Terry as-
sumption that preferences are consistent with a latent
reward is therefore fundamentally violated, and no
amount of additional data resolves this. Lindström et
al. (2025, “Helpful, harmless, honest? Sociotechnical
limits of AI alignment and safety through Reinforce-
ment Learning from Human Feedback”) provide a so-
ciotechnical critique arguing that single-reward align-
ment is incompatible with pluralistic values. Xiao et
al. (2025) show that RLHF causes preference collapse
onto majority opinion at the expense of minority pref-
erences.

Second, reward over-optimization and Goodhart’s law.
As the policy is optimized further from π_SFT, the
reward model becomes a less reliable proxy for true
preferences, and the policy exploits its errors. Gao et
al. (2023) show empirically that proxy reward contin-
ues to rise while gold reward (rare expert evaluations)
plateaus or decreases. The KL-penalty β controls this
trade-off but does not eliminate it.

Third, capability vs alignment gap at scale. Burns et
al. (2023, “Weak-to-Strong Generalization: Eliciting
Strong Capabilities With Weak Supervision”) frame
the superalignment problem: when a future LLM is
more capable than its supervisors, weak supervisors
cannot reliably produce the correct labels for hard
questions, and the strong model risks learning the
weak supervisor’s distribution rather than the under-
lying truth. Their experiments use a weak GPT-2-
level model to fine-tune a stronger GPT-4-level model
and find that naive imitation recovers only ~50% of
the capability gap, but a small auxiliary loss closes
most of it. The result is encouraging but the broader
question—how to align a system more capable than its
overseers—remains open.

Beyond these three, additional theoretical limits in-
clude: the sycophancy attractor, in which RLHF

preferentially rewards responses that flatter the la-
beler (Sharma et al. 2024); the mode-collapse risk, in
which RLHF concentrates probability mass on a few
high-reward outputs and loses the linguistic diversity
of π_SFT; and the alignment-tax tradeoff, in which
safety training reduces capability on benchmarks like
MMLU by 1–3 percentage points (Anthropic Claude
system card; Llama 2 paper). DPO inherits most of
these problems and adds its own: DPO is known to
be sensitive to the reference policy’s coverage (Pan et
al. 2025, “Pre-DPO”), to underperform RLHF when
preference data is noisy, and to suffer from a length
bias (Park et al. 2024).

A particularly pressing open problem for safety is the
generalization-gap question. Wei et al. (2023, “Jail-
broken”) show that RLHF safety training generalizes
poorly: aligned models refuse explicit harmful requests
but accept obfuscated ones (cipher, low-resource lan-
guage, persuasion). The hypothesis is that the align-
ment objective is satisfied by surface refusal patterns
rather than by deeper understanding of harm. Qi
et al. (2023, “Fine-tuning Aligned Language Models
Compromises Safety, Even When Users Do Not In-
tend To”) show that as little as 100 benign-looking
fine-tuning examples can break the safety alignment of
GPT-3.5—the alignment is “shallow” in the sense that
small perturbations in weight space remove it. This
shallowness motivates the layered defense-in-depth ar-
chitectures discussed in Section 10.

In summary, the future of safety alignment involves
more than a single objective. The 2026 lifecycle survey
of Hao et al. argues for temporal pluralism—different
techniques at different pipeline stages—and evaluative
pluralism, in which truthfulness, harmlessness, fair-
ness, privacy, and robustness are measured separately
rather than collapsed into a single reward. The 2024
“personalized alignment” survey of Guan et al. adds
user-level pluralism via per-user reward models. These
pluralistic perspectives introduce new challenges: pre-
venting personalization from overriding hard safety
constraints, aggregating inconsistent feedback across
labeler subpopulations, and auditing per-user models
for fairness. The next several years of alignment re-
search will likely be defined by managing this plural-
ism rather than refining a single algorithmic recipe.

5. Adversarial Jailbreak Attacks and Red
Teaming

The adversarial-jailbreak literature is the most ac-
tive sub-field of LLM safety, with more than two
hundred papers in 2023–2026. A jailbreak (Wei et
al. 2023, “Jailbroken: How Does LLM Safety Training
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Algorithm Year
Reward
model? Loss form Notable property

RLHF-PPO 2017–
2022

Yes
(separate)

E[r] − β·KL Three-stage canonical
pipeline

DPO 2023 No (implicit) Closed-form log-σ 30% cost of RLHF
RRHF 2023 No Listwise rank Trains on k≥2 responses
KTO 2024 No Kahneman-Tversky Binary good/bad labels
ORPO 2024 No SFT + odds-ratio One-stage
IPO 2024 No Identity-mapping DPO overfitting fix
Safe RLHF 2023 Yes (×2: r,c) Lagrangian-

constrained
Explicit harm budget d

Constitutional AI 2022 AI critic Two-phase
critique+RLAIF

No human harm labels

RLAIF 2023 AI labeler PPO with AI rewards 1/10 cost of RLHF
Self-Alignment
(Dromedary)

2023 Self-critique Principle-driven <300 human seeds

SecAlign 2024 DPO-style Injection-prefer-pairs Defends prompt injection

Fail?”) is an input that induces an aligned LLM to
produce content its training was supposed to refuse.
We organize attacks into four families: (i) gradient-
based suffix optimization (GCG, AmpleGCG, Ad-
vPrompter, AutoDAN); (ii) black-box and persuasion-
based (PAIR, GPTFUZZER, PAP, DAN); (iii) multi-
lingual, cipher, and long-context (Yong et al. 2023;
Yuan et al. 2023; Anil et al. 2024); and (iv) mul-
timodal (Qi et al. 2024; Gong et al. 2025; Liu et
al. 2024 Arondight). For each family we report the
principal methods, their attack-success rate (ASR),
and the threat model they assume—white-box, black-
box, or transfer. The standard evaluation substrates
are AdvBench (Zou et al. 2023, 520 harmful behav-
iors), HarmBench (Mazeika et al. 2024, 510 × 18 ×
33 grid), and the in-the-wild DAN corpus of Shen et
al. (2024, 1,405 jailbreaks from 131 communities).

5.1. Gradient-Based Optimization: GCG,
AmpleGCG, AdvPrompter, AutoDAN

The watershed paper of the gradient family is Zou,
Wang, Carlini, Nasr, Kolter, and Fredrikson (2023,
“Universal and Transferable Adversarial Attacks on
Aligned Language Models”), which introduces the
Greedy Coordinate Gradient (GCG) attack on the Ad-
vBench corpus of 520 behaviors. GCG and its suc-
cessors share an optimization signature—token-level
greedy or evolutionary search with an affirmative-
prefix target—and are detectable by perplexity filters
(Jain et al. 2023) only when the suffix is unread-
able, so the family has bifurcated into high-perplexity
(GCG, AmpleGCG) and low-perplexity readable vari-
ants (AutoDAN, I-GCG). Given a harmful instruc-
tion x and a target prefix t (typically “Sure, here

is…”), GCG optimizes a 20-token suffix s by greedy
coordinate-wise updates that minimize:

LGCG(s) = −log pπ(t | x ⊕ s)

At each step the algorithm computes∇_e L (where e is
the one-hot embedding of each suffix position), selects
the top-k=256 candidates per position, samples B=16
candidate replacements, and keeps the best. After
500 iterations on a single A100, GCG achieves 99.0%
ASR on Vicuna-7B and 88.0% on Vicuna-13B from
the AdvBench corpus of 520 harmful behaviors. Cru-
cially, suffixes optimized on Vicuna transfer with non-
trivial ASR to GPT-3.5 (84%), GPT-4 (74%), Claude-
1 (47%), and Bard (66%) at the time of publication.
The GCG paper transformed the field’s risk percep-
tion: pre-GCG, alignment was assumed to provide ro-
bust refusal; post-GCG, all current alignment was un-
derstood to be defeated by automated optimization.

AmpleGCG (Liao and Sun 2024, “AmpleGCG: Learn-
ing a Universal and Transferable Generative Model of
Adversarial Suffixes for Jailbreaking Both Open and
Closed LLMs”) amortizes GCG’s per-instance cost by
training a generator that produces transferable adver-
sarial suffixes in a single forward pass. AmpleGCG
attains 99% ASR on GPT-3.5 with 200 sampled suf-
fixes per instruction and ~95% on GPT-4 with 1,500
suffixes—at amortized seconds per instruction rather
than the ~5–60 GPU-minutes GCG requires.

AdvPrompter (Paulus et al. 2024, “AdvPrompter:
Fast Adaptive Adversarial Prompting for LLMs”)
trains a separate attacker LLM that generates suffixes
800× faster than GCG while preserving attack suc-
cess. AdvPrompter uses an alternating optimization
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between attack-suffix generation and target-model re-
fusal, similar to a GAN dynamic. Mask-GCG (Mu et
al. 2025) and Beyond-Suffixes (Eddoubi et al. 2026,
“Beyond Suffixes: Token Position in GCG Adversarial
Attacks”) refine the GCG family by identifying that
not all suffix tokens contribute equally, allowing 30%
reduction in suffix length without ASR loss.

AutoDAN (Zhu et al. 2023, “AutoDAN: Interpretable
Gradient-Based Adversarial Attacks on Large Lan-
guage Models”) replaces gradients with a hierarchi-
cal genetic algorithm: at the population level, sen-
tences are crossed-over and mutated; at the word
level, semantic-preserving substitutions are selected
based on the model’s own loss gradient. AutoDAN
produces human-readable jailbreak prompts—an im-
portant property because perplexity filters (Jain et
al. 2023, “Baseline Defenses for Adversarial Attacks
Against Aligned Language Models”) detect GCG suf-
fixes by their abnormally high perplexity but can-
not detect AutoDAN’s output. Jia et al. (2024, “Im-
proved Techniques for Optimization-Based Jailbreak-
ing”) present “I-GCG” with several technical improve-
ments that raise ASR above 99% across multiple tar-
gets.

ASETF (Wang et al. 2024) operates in suffix-
embedding space rather than discrete-token space, al-
lowing continuous optimization. Liu et al. (2024,
“Automatic and Universal Prompt Injection Attacks
against Large Language Models”) extend gradient op-
timization to the prompt-injection setting. The unify-
ing signature of this family is gradient or evolutionary
optimization in token space; defense responses include
perplexity filtering, SmoothLLM (Robey et al. 2023),
Gradient Cuff (Hu et al. 2024), and adversarial-
training of safety alignment with red-team augmen-
tation.

5.2. Black-Box and Persuasion-Based Attacks: PAIR,
GPTFUZZER, PAP, DAN

Black-box attacks assume only API access, not weights
or gradients, and consequently dominate the practi-
cal threat model for closed commercial LLMs (GPT-
4o, Claude 3 Opus, Gemini 1.5). They split
into LLM-attacker loops (PAIR), mutation fuzzing
(GPTFUZZER), social-psychology persuasion (PAP),
and crowd-sourced roleplay (DAN). PAIR (Chao et
al. 2023, “Jailbreaking Black Box Large Language
Models in Twenty Queries”) uses an attacker LLM
(e.g., Vicuna-13B) to iteratively refine prompts based
on the target’s responses, with a third LLM (GPT-
4) acting as a judge. PAIR achieves >50% ASR on
GPT-3.5-Turbo within 20 queries on AdvBench; on

harder targets like Claude, it achieves 30–40%. The
query budget makes PAIR economically attractive: a
successful attack costs roughly $0.02 in API fees.

GPTFUZZER (Yu et al. 2023, “GPTFUZZER:
Red Teaming Large Language Models with Auto-
Generated Jailbreak Prompts”) seeds with human-
written jailbreaks from the DAN corpus and applies
fuzzing-style mutations: paraphrasing, synonym re-
placement, sentence shuffling. The mutated prompts
are evaluated against the target, and successful ones
become new seeds. GPTFUZZER reports 90% ASR
on Vicuna and 60% on GPT-4 with a budget of ~3,000
queries.

The Persuasion-and-Persuasion (PAP) attack (Zeng
et al. 2024, “How Johnny Can Persuade LLMs to
Jailbreak Them: Rethinking Persuasion to Challenge
AI Safety by Humanizing LLMs”) operationalizes 40
persuasion techniques drawn from social-psychology
literature (Cialdini’s six principles, plus 34 academi-
cally catalogued strategies). Categories include logi-
cal appeal, authority appeal, fear appeal, reciprocity,
social proof, and commitment-consistency. Zeng et
al. report 92% ASR on GPT-4 across the AdvBench
520 prompts—a striking demonstration that natural-
language attacks are as effective as gradient-optimized
ones against the strongest aligned LLMs.

The DAN (“Do Anything Now”) family is the in-
the-wild jailbreak vocabulary catalogued by Shen et
al. (2024). DAN prompts ask the model to roleplay
as an unaligned alter-ego that “can do anything now”
without the usual guidelines. Shen et al. collected
1,405 distinct jailbreaks from 131 online communi-
ties (Reddit r/ChatGPTJailbreak, Discord, GitHub),
spanning a 12-month period, and showed that the top-
10 prompts each reach ASR ≥80% on aligned Chat-
GPT. Variants include “Always Intelligent and Machi-
avellian”, “Developer Mode”, and “Grandma Exploit.”
Ding et al. (2024, “A Wolf in Sheep’s Clothing: Gener-
alized Nested Jailbreak Prompts”) generalize DAN by
nesting harmful requests inside benign roleplay fram-
ings, achieving 94% ASR on GPT-4.

Self-adversarial attacks form a sub-family. RedAgent
(Xu et al. 2024) builds a context-aware autonomous
attacker. Jailbreak-to-Jailbreak (Kritz et al. 2025)
uses LLMs to attack other LLMs in a recursive setup.
Open Sesame (Lapid et al. 2023) demonstrates uni-
versal black-box adversarial prompts. Distract-LLM
(Xiao et al. 2024) exploits attention dilution: adding
an unrelated lengthy task before the harmful request
distracts safety attention.
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5.3. Multilingual, Cipher, Long-Context, and
Multimodal Jailbreaks

This subsection groups four attack classes that share
a common mechanism—exploiting a coverage gap be-
tween the model’s capability and its alignment data.
Multilingual attacks exploit English-centric alignment;
cipher attacks exploit decoding capability beyond
safety reasoning; long-context attacks exploit 100K+-
token windows; multimodal attacks exploit vision en-
coders that bypass text-side filters. Each class is
now well-quantified on aligned frontier models. The
multilingual attack class exploits the asymmetry be-
tween alignment data (overwhelmingly English) and
the model’s multilingual capability. Yong, Menghini,
and Bach (2023, “Low-Resource Languages Jailbreak
GPT-4”) show that translating AdvBench prompts
into Zulu, Scots Gaelic, or Hmong increases jailbreak
success on GPT-4 from 0.5% (English) to 79% (av-
eraged over the three target languages). Wang et
al. (2023, “All Languages Matter: On the Multilin-
gual Safety of Large Language Models”) generalize to
a 10-language safety benchmark and find that ASR
scales inversely with the language’s representation in
alignment training data. Sun et al. (2023, “Safety As-
sessment of Chinese Large Language Models”) provide
a 100,000-question Chinese safety benchmark.

The cipher class wraps the harmful request in an ob-
fuscation the model can decode. Yuan et al. (2023,
“GPT-4 Is Too Smart To Be Safe: Stealthy Chat with
LLMs via Cipher”) test Caesar cipher (rotation 13 or
25), ASCII art, Morse code, Base64 encoding, and
self-defined cipher. GPT-4 can decode all of these
and obeys the decoded request roughly 60–80% of the
time, while ChatGPT-3.5 (less capable at decoding)
refuses more often—a striking inversion of the usual
capability-safety expectation.

The long-context class exploits 100K+ token windows.
Many-shot Jailbreaking (Anil et al. 2024, “Many-
shot Jailbreaking”) fills the context with hundreds of
fake (user, assistant) demonstrations of harmful Q&A.
ASR on Claude 2 scales as a power law in shot count:
1% at 8 shots, 12% at 32, 32% at 64, ~80% at 256. The
mechanism is in-context learning of harmfulness, ex-
actly inverting the in-context-learning pathway used
to elicit useful behavior. Defense via context trun-
cation, refusal-pattern monitoring, or context-length-
aware fine-tuning is possible but compromises long-
context utility.

The multimodal class targets vision-language models
(VLMs). Qi et al. (2024, “Visual Adversarial Ex-
amples Jailbreak Aligned Large Language Models”)
craft adversarial images via projected gradient descent

that, when paired with a benign-looking prompt, in-
duce the VLM to comply with harmful intent. ASR
on MiniGPT-4 reaches 70% with imperceptibly per-
turbed images. FigStep (Gong et al. 2025, “FigStep:
Jailbreaking Large Vision-Language Models via Typo-
graphic Visual Prompts”) renders a harmful instruc-
tion as text in an image, evading text-side filters; Fig-
Step reaches 82% ASR on GPT-4V on a 500-prompt
corpus. Arondight (Liu et al. 2024) generates mul-
timodal jailbreaks automatically. Chen et al. (2024,
“Red Teaming GPT-4V: Are GPT-4V Safe Against
Uni/Multi-Modal Jailbreak Attacks?”) provide a com-
prehensive 2024 audit. Bi-Modal Adversarial Prompt
(Ying et al. 2025) attacks VLMs by perturbing both
modalities jointly.

5.4. Automated Red-Teaming and Scalable Attack
Discovery

Beyond individual attacks, the field has built pipelines
for systematic red-teaming that compose multiple at-
tack families and report aggregate ASR across model
and behavior axes. The watershed paper is Perez et
al. (2022, “Red Teaming Language Models with Lan-
guage Models”), which uses an attacker LLM, a tar-
get LLM, and a harm classifier in a closed loop: an
attacker LLM generates adversarial prompts, the tar-
get LLM responds, and a classifier scores responses
for harmfulness. Ganguli et al. (2022, “Red Teaming
Language Models to Reduce Harms: Methods, Scaling
Behaviors, and Lessons Learned”) report Anthropic’s
manual red-teaming program with 38,961 attempts
across 23 specialists; attack-success rate decreases with
model scale on simple cases but increases on complex
ones, and labelers find red-teaming psychologically de-
manding.

Modern automated red-teaming tools include Harm-
Bench (Mazeika et al. 2024, “HarmBench: A Stan-
dardized Evaluation Framework for Automated Red
Teaming and Robust Refusal”), which evaluates 510
harmful behaviors × 18 attack methods × 33 LLMs
in a single framework. The infrastructure has ma-
tured to the point where red-teaming is a continuous
process: Jailbreak-Zero (Hu et al. 2025) seeks Pareto-
optimal red-teaming strategies; Mind the Gap (Wicak-
sono et al. 2025) evaluates agentic red-teaming via ac-
tion graphs. The scaling trend, summarized in Ma et
al. (2025, “Safety at Scale”), is that the number of dis-
tinct jailbreak families exceeds the rate at which any
single defense can be developed.

Defenses against this attack landscape are correspond-
ingly varied. Jain et al. (2023, “Baseline Defenses for
Adversarial Attacks Against Aligned Language Mod-
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Attack Family Threat model Reported ASR Target

GCG Gradient suffix White-box 99% on Vicuna-7B; 84% on
GPT-3.5

Aligned LMs

AutoDAN Genetic readable White-box 88% on Vicuna; 51% on GPT-4 Aligned LMs
AmpleGCG Generative suffix Black-box

transfer
99% on GPT-3.5; 95% on
GPT-4

Closed-API

AdvPrompter Adaptive attacker White-box 92% on Vicuna; 800× faster Aligned LMs
PAIR Black-box

LLM-attacker
Black-box >50% on GPT-3.5 in ≤20Q Closed-API

GPTFUZZER Mutation fuzzing Black-box 90% on Vicuna; 60% on GPT-4 Aligned LMs
PAP Persuasion Black-box 92% on GPT-4 Aligned LMs
DAN Roleplay Black-box ≥80% on aligned ChatGPT ChatGPT

family
Cipher
(Caesar/Base64)

Obfuscation Black-box 60–80% on GPT-4 Capable
LLMs

Low-resource
translation

Multilingual Black-box 79% on GPT-4 in
Zulu/Hmong/Scots Gaelic

Multilingual
LLMs

Many-shot JB Long-context Black-box ~80% on Claude 2 at 256 shots Long-context
LLMs

FigStep Multimodal
typographic

Black-box 82% on GPT-4V VLMs

Visual Adv
Examples

Multimodal PGD White-box
image

70% on MiniGPT-4 VLMs

els”) evaluate perplexity filtering, paraphrasing input,
and re-tokenization; perplexity filtering catches GCG
(which has high perplexity) but not AutoDAN (which
is human-readable). SmoothLLM (Robey et al. 2023)
randomly perturbs the input and aggregates outputs
by majority vote; it reduces GCG ASR to <1% but
is bypassed by persuasion attacks that survive char-
acter perturbation. Gradient Cuff (Hu et al. 2024)
detects jailbreaks by computing the gradient norm of
the refusal loss—jailbreaks tend to be near the refusal-
decision boundary. Self-Reminder appends a system
message that reminds the model to follow safety guide-
lines. Llama Guard (Inan et al. 2023) classifies inputs
and outputs against a six-category taxonomy. Consti-
tutional Classifiers (Sharma et al. 2025) achieves the
strongest reported defense to date, holding universal-
jailbreak ASR below 5% across 3,000 hours of red-
teaming with 25% inference overhead and only 0.38%
increase in over-refusal.

The 2024–2026 picture, articulated by Xu et al. (2024,
“A Comprehensive Study of Jailbreak Attack versus
Defense for Large Language Models”) and Liao et
al. (2026, “Attack and defense techniques in large lan-
guage models”), is that jailbreaks are not solved—they
are managed. Stronger defenses are appearing (Con-
stitutional Classifiers, Llama Guard 3, decoding-time
interventions like SafeInfer, Safety Arithmetic), but
each new attack family (many-shot, FigStep, PAP)

requires defense iteration. The fundamental cost
asymmetry—a successful attack costs $0.02 in API
fees, while defending against the family of attacks re-
quires periodic safety retraining and ongoing red-team
labor—means that defense-in-depth and continuous
monitoring are the operational reality. The next sec-
tion examines how this asymmetry plays out in the
still-harder setting of agentic systems.

6. Indirect Prompt Injection and Agent
Safety

Whereas Section 5 covered direct jailbreaks, this sec-
tion turns to indirect prompt injection (IPI) and agen-
tic tool abuse, the dominant 2023–2026 deployment
risks, organized as IPI in LLM-integrated applica-
tions (6.1), defenses (6.2), agent-level risks (6.3), and
action-graph vulnerabilities (6.4). Principal attacks
include Greshake et al. (2023, eight IPI categories)
and Liu et al. (2023, formal threat model); Agent-
Dojo (Debenedetti et al. 2024, 79 × 629 tasks), R-
Judge (Yuan et al. 2024, 569 records, 27 categories),
Agent Security Bench (Zhang et al. 2024, 10 × 13 ×
10), MCP-SafetyBench (Zong et al. 2025), Mind-the-
Gap (Wicaksono et al. 2025), and WebInject (Wang
et al. 2025). The corresponding defenses include
StruQ (Chen et al. 2024, structured queries), Se-
cAlign (Chen et al. 2024, DPO-based), Meta SecAlign
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(Chen et al. 2025), Spotlighting (Hines et al. 2024),
Signed-Prompt (Suo 2024), PromptGuard (Alzahrani
2026), UniGuardian (Lin et al. 2025), and Counter-
mind (Schwarz 2025). Concrete numbers anchor the
shift: AgentDojo reports 11–47% targeted-attack ASR
across 4 environments × 79 user tasks × 629 at-
tacker tasks; R-Judge F1 0.56–0.74 over 569 records;
ASB 41% IPI and 25% memory-poisoning ASR; MCP-
SafetyBench 32% server regressions. The threat model
of an LLM consuming third-party content—webpages,
emails, PDFs, retrieval databases, tool outputs—
differs fundamentally from one consuming only user
input.

6.1. Indirect Prompt Injection in LLM-Integrated
Applications

This subsection introduces indirect prompt injection
(IPI), the threat that defines LLM-integrated applica-
tion security. Indirect prompt injection embeds ad-
versarial instructions in third-party content the LLM
ingests as part of normal operation. The injection ve-
hicle is a webpage retrieved by RAG, an email han-
dled by a workspace assistant, a PDF in a knowl-
edge base, or a tool’s output in an agentic loop. Gre-
shake et al. (2023) demonstrated end-to-end exploits
on Bing Chat and ChatGPT Plugins across eight cat-
egories: information gathering, fraud, intrusion, mal-
ware, manipulation, denial of service, content manip-
ulation, and availability. The attacker never speaks to
the LLM directly. They only need adversarial content
in any data source the LLM consumes.

Liu et al. (2023, “Formalizing and Benchmarking
Prompt Injection Attacks and Defenses”) provide a
formal threat model and benchmark. They distin-
guish four attack goals (goal hijacking, prompt leak-
ing, content manipulation, denial of service) and five
attack vectors (naive concatenation, escape characters,
context ignorance, fake completion, combined). Their
benchmark covers 7 LLMs × 9 attack methods × 4
defenses, providing the first quantitative comparison.
Pedro et al. (2023, “From Prompt Injections to SQL
Injection Attacks”) show that prompt injection com-
poses with SQL injection in LLM-backed web apps, al-
lowing escalation from prompt-level to database-level
compromise.

Defenses for indirect prompt injection partition into
three categories. Detection-based: classifiers like
Llama Guard or specialized prompt-injection classi-
fiers (Shaheer et al. 2025) flag suspicious inputs. Pre-
ventive: StruQ (Chen et al. 2024, “StruQ: Defending
Against Prompt Injection with Structured Queries”)
forces the LLM to read instructions and data via sep-

arate channels, with structured queries that prevent
confusion. Spotlighting (Hines et al. 2024, “Defending
Against Indirect Prompt Injection Attacks With Spot-
lighting”) marks untrusted text with special delimiters
or transforms (e.g., base64 encoding the data, request-
ing the model treat marked text as data only). Signed-
Prompt (Suo 2024) cryptographically signs trusted in-
structions. Mitigative: SecAlign (Chen et al. 2024,
“SecAlign: Defending Against Prompt Injection with
Preference Optimization”) extends DPO with prefer-
ence pairs that disprefer obeying injected instructions;
Meta SecAlign (Chen et al. 2025) trains a founda-
tion model with this objective baked in. Prompt-
Guard (Alzahrani 2026) provides a structured frame-
work for injection-resilient LLMs. Multi-agent de-
fense pipelines (Hossain et al. 2025) and Counter-
mind (Schwarz 2025) use multiple cooperating LLMs
to detect and isolate injection attempts. Empirically,
StruQ + SecAlign reduce IPI ASR from ~60% to <5%
in benchmark evaluations, though Adaptive Attacks
Break Defenses (Zhan et al. 2025) shows that adap-
tive adversaries can re-bypass any single defense.

6.2. Defenses: StruQ, SecAlign, Spotlighting,
Signed-Prompt

The four principal IPI defenses—StruQ, SecAlign,
Spotlighting, and Signed-Prompt—span training-
time, preference-optimization, prompt-engineering,
and cryptographic strategies, with reported ASR re-
ductions from 60–80% baseline to 2–15% after defense.
StruQ (Chen, Piet, Sitawarin, and Wagner 2024) re-
formulates the LLM’s input as a structured object
with separate fields for “instructions” and “data”. The
model is fine-tuned to interpret instructions only from
the instructions field and to treat the data field as inert
text. StruQ requires modest training—approximately
5,000 instruction-data pairs—and achieves 5–15% IPI
ASR on the standard benchmark, down from 60–
80% baseline. Its weakness is composability: an at-
tacker who can write into the instructions field by-
passes the defense entirely. SecAlign (Chen, Zhar-
magambetov, Mahloujifar, Chaudhuri, Wagner, and
Guo 2024) achieves a stronger defense by integrat-
ing injection-resistance into the preference optimiza-
tion phase: training pairs (x, yw, yl) are constructed
where yw refuses to obey injected instructions and yl
obeys them; DPO trains the model to prefer yw. Se-
cAlign reduces IPI ASR to ~2% on benchmark and is
robust across multiple injection styles.

Spotlighting (Hines et al. 2024) is a prompt-
engineering defense that marks untrusted text with
special tokens or transformations. Three concrete
techniques: delimiting (wrapping data in …), data-
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marking (replacing every space with a unique token),
and encoding (base64-encoding the data). Spotlight-
ing reduces IPI ASR from 47% to 4% on a benchmark
of 14 attacks. Its main failure mode is when the model
itself is asked to perform a transformation that decodes
the marker (e.g., “decode this base64 string”), which
is then used by the attacker to recover the malicious
instructions.

Signed-Prompt (Suo 2024) takes the cryptographic
route: trusted instructions are signed with a private
key, and the LLM is fine-tuned to honor only signed
instructions. The cryptographic guarantee is real, but
deployment requires re-architecture of the calling sys-
tem, restricting use to high-stakes single-tenant de-
ployments.

A 2026 trend is unified defenses. UniGuardian (Lin
et al. 2025) detects prompt injection, backdoor, and
adversarial attacks in a single framework. Backdoor-
Powered Prompt Injection (Chen et al. 2025) shows
that backdoored models can re-enable injection vul-
nerability even when defenses are present, motivating
supply-chain integrity verification.

6.3. Agent-Level Risks: Tool Use, Web Agents, and
AgentDojo

LLM agents extend prompt-injection risk into the ac-
tion space, where the blast radius of a successful
attack is large: an attacker who jailbreaks a chat
LLM gets text, but an attacker who compromises an
agentic LLM gets database writes, financial transac-
tions, file modifications, and message sends. An agent
that can call tools—search engines, code interpreters,
email clients, e-commerce APIs—becomes a vehicle for
the attacker’s intent if injected instructions reach it
through any tool’s output. AgentDojo (Debenedetti
et al. 2024, “AgentDojo: A Dynamic Environment to
Evaluate Prompt Injection Attacks and Defenses for
LLM Agents”) provides a benchmark of 79 user tasks
× 629 attacker tasks across 4 environments (workspace
assistant, e-banking, travel planner, Slack). Frontier
LLMs achieve 52–78% benign-task success but suf-
fer 11–47% targeted-attack success rate—showing that
agentic LLMs are routinely compromised.

R-Judge (Yuan et al. 2024, “R-Judge: Benchmarking
Safety Risk Awareness for LLM Agents”) is a comple-
mentary benchmark that evaluates whether an LLM
can recognize unsafe actions in agent trajectories. It
contains 569 multi-turn agent records spanning 27 risk
categories. Frontier LLMs score 56–74% F1 on risk
identification, indicating that even when they refuse
to commit unsafe actions, they fail to flag them in 30–
40% of cases—a problem for use as an agent monitor.

Agent Security Bench (Zhang et al. 2024, “ASB: For-
malizing and Benchmarking Attacks and Defenses in
LLM-based Agents”) covers 10 attack scenarios × 13
attacks × 10 LLMs and finds that GPT-4-based agents
are vulnerable to indirect prompt injection at 41%
ASR and to memory-poisoning at 25%. AgentGuard
(Chen and Cong 2025) repurposes the agentic orches-
trator for runtime safety evaluation. WebInject (Wang
et al. 2025) attacks multi-modal web agents specifi-
cally, achieving 49% targeted-action success.

The principal failure modes of agentic systems ar-
ticulated in the 2026 TRiSM survey by Raza et
al. (“TRiSM for Agentic AI: A review of Trust,
Risk, and Security Management in LLM-based Agen-
tic Multi-Agent Systems”) and the Mind-the-Gap pa-
per of Wicaksono et al. (2025) include: tool abuse (the
agent calls a tool with malicious arguments), plan cor-
ruption (the attacker injects content that distorts the
agent’s planning), memory poisoning (persistent con-
text that biases future actions), inter-agent collusion
(in multi-agent systems), and capability gating fail-
ures (the agent invokes a capability outside its sand-
box). MCP-SafetyBench (Zong et al. 2025) targets the
Model Context Protocol used by Claude and other sys-
tems for tool integration, finding that real-world MCP
servers introduce safety regressions in 32% of tested
deployments.

6.4. Action-Graph and Multi-Step Agentic
Vulnerabilities

This subsection introduces action-graph observabil-
ity—the methodology of evaluating safety over the full
graph of tool calls, intermediate plans, and external
interactions rather than a single text output. Action-
graph metrics include unsafe-tool-call count, plan-
corruption rate, capability-gate violation rate, and
escalation paths. The Mind-the-Gap study (Wicak-
sono et al. 2025, “Mind the Gap: Comparing Model-
vs Agentic-Level Red Teaming with Action-Graph
Observability on GPT-OSS-20B”) is the most rigor-
ous comparison to date of model-level vs agent-level
safety. Wicaksono and colleagues run identical at-
tack prompts in (a) a chat-only context against GPT-
OSS-20B and (b) an agentic context with the same
backbone calling search and code-interpretation tools.
Model-level ASR is 12% but agent-level ASR is 38%,
a 3× gap. The mechanism is that agentic context pro-
vides additional avenues for the attacker—tool outputs
become trusted, multi-turn planning extends the at-
tack surface, memory accumulates injected content—
that simple model-level evaluation does not capture.

This finding motivates action-graph observability:
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Agent benchmark Year Tasks Attack scope Headline ASR

AgentDojo (Debenedetti 2024) 2024 79 user × 629 attacker Indirect prompt
injection

11–47% targeted

R-Judge (Yuan 2024) 2024 569 records, 27
categories

Risk awareness F1 56–74%

Agent Security Bench (Zhang
2024)

2024 10 scenarios × 13
attacks

IPI + memory poison 41% IPI, 25%
memory

MCP-SafetyBench (Zong 2025) 2025 Real MCP servers Tool-protocol
regressions

32%

Mind-the-Gap (Wicaksono
2025)

2025 GPT-OSS-20B agent
traces

Action-graph red team 38% agentic ASR

WebInject (Wang 2025) 2025 Web agents Targeted action 49%

rather than scoring the LLM’s text output, the safety
evaluator observes the full graph of tool calls, in-
termediate plans, and external interactions. Action-
graph metrics include: number of unsafe tool calls per
task, plan-corruption rate (how often the planner’s in-
tent diverges from the user’s), capability-gate viola-
tion rate, and escalation paths through which a low-
permission agent gains higher permissions. Action-
graph benchmarks like Mind-the-Gap and AgentDojo
are still in early days, but they are reshaping how the
field evaluates agent safety: ASR alone is no longer
a sufficient metric, and the safety community is con-
verging on multi-metric scorecards that include both
refusal-style metrics and graph-structural metrics.

The defense problem at the agent level remains open.
The principal approaches articulated in 2025–2026 are:
(a) capability containment, in which agents operate in-
side sandboxes with explicit allowed-action lists (sim-
ilar to UNIX seccomp filters); (b) trajectory moni-
toring, in which a separate critic LLM observes the
agent’s plan and action stream and can intervene to
abort; (c) human-in-the-loop checkpoints at high-risk
action types (e.g., financial transactions, irreversible
writes); (d) trusted-data labelling, in which all data
flowing from external sources is tagged with prove-
nance and the model is trained to ignore instructions
from untrusted-source-tagged tokens; and (e) multi-
agent verification, in which independent LLMs ver-
ify the planning and execution against safety policies.
None of these are fully solved at deployment scale, and
the 2026 surveys uniformly identify agent safety as the
principal open frontier of LLM safety research.

Several specific 2025–2026 papers deserve mention.
Adaptive Attacks Break Defenses (Zhan et al. 2025)
shows that any fixed IPI defense can be bypassed by
an attacker who adapts their injection style; this mo-
tivates randomized or rotated defenses. Backdoor-
Powered Prompt Injection (Chen et al. 2025) demon-

strates that supply-chain integrity—who built the
model, who trained the LoRAs, what data was used—
is itself part of the agent threat model: a backdoored
base model nullifies any deployment-time defense. De-
tecting Prompt Injection Attacks via Classifiers (Sha-
heer et al. 2025) shows that fine-tuned BERT-style
classifiers achieve 91% accuracy on a 50,000-sample IPI
benchmark—a useful first-line filter. The Multi-Agent
LLM Defense Pipeline (Hossain et al. 2025) achieves
96% IPI detection through a pipeline of (input classi-
fier) → (intent extractor) → (output checker), at the
cost of 3.4× latency. Countermind (Schwarz 2025)
presents a multi-layered architecture combining intent-
extraction, sandbox, and rate limiting for production
deployments.

In summary, the agent-safety frontier differs from
chat safety in three ways. First, the blast radius of
a successful attack is larger—text becomes actions:
database writes, financial transactions, file modifica-
tions, message sends. Second, the attack surface is
wider—every tool, data source, and memory store is
a potential injection vector. Third, the evaluation
methodology must shift from refusal-rate to action-
graph metrics. The 2026 consensus from Hao et al.,
Liao et al., and Raza et al. is that agent safety is now
its own sub-discipline. Deployment of LLM agents
in healthcare, finance, and infrastructure should be
staged behind capability gates, audit logs, and human-
in-the-loop checkpoints, with periodic AgentDojo-class
red-team exercises.

7. Privacy, Memorization, Backdoors, and
Data Poisoning

Whereas Section 6 turned to inference-time and agen-
tic risks, this section surveys safety risks that originate
before the LLM is queried—through training data,
weight perturbations, or memory mechanisms—and
the defenses that try to mitigate them. The five sub-
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sections progress from PII leakage to hardware faults
to machine unlearning. Carlini et al. (2021) recover
604 PII strings from GPT-2 through training-data ex-
traction; ETHICIST (Zhang, Wen, and Huang 2023)
achieves 62% top-1 targeted-extraction recall; Submix
(Ginart et al. 2022) provides private prediction mix-
ing. Xu et al. (2023) plant instruction backdoors at
95% reliability with 1% poisoning, Yan et al. (2023)
introduce Virtual Prompt Injection at 90% activation
with 0.5% poisoning, and BadEdit (Li et al. 2024)
modifies 0.01% of parameters using 15 trigger sam-
ples. Bowen et al. (2024) establish a 0.1% pre-training
poisoning threshold, and Alber et al. (2025) push that
threshold to 0.001% on a medical corpus in Nature
Medicine. SBFA (Guo, Chakrabarti, and Fan 2025)
shows a single-bit Rowhammer fault disables refusal.
The unlearning line is anchored by TOFU (Maini et
al. 2024), WMDP (Li et al. 2024), and RMU (Li et
al. 2024) for representation-misdirection unlearning.
The literature is anchored by Carlini et al. (2021), the
NIST adversarial-ML taxonomy (Vassilev et al. 2024),
and recent quantitative work from Bowen et al. (2024)
and Alber et al. (2025).

7.1. Training Data Extraction and PII Leakage

This subsection introduces the extraction-based pri-
vacy threat. Carlini et al. (2021, “Extracting Training
Data from Large Language Models”, USENIX Security
2021) demonstrated that GPT-2 memorizes and emits
verbatim training sequences. They recovered 604 dis-
tinct memorized strings, including names, phone num-
bers, email addresses, and IRC handles. The attack
pipeline has three steps. First, generate many comple-
tions from a prompt-free or low-information prompt.
Second, score each generation by perplexity-ratio with
a smaller reference model. Third, treat high-anomaly
outputs as candidate memorized strings. Carlini et
al. (2022, “Quantifying Memorization Across Neural
Language Models”) then showed memorization grows
log-linearly with model size, training-data repetition,
and prompt context length, making extraction increas-
ingly tractable on frontier models.

Zhang, Wen, and Huang (2023, “ETHICIST: Targeted
Training Data Extraction Through Loss Smoothed
Soft Prompting and Calibrated Confidence Estima-
tion”, ACL 2023) refine targeted extraction: given a
prefix, recover the rest of the memorized sequence.
Their loss-smoothed soft prompting plus calibrated
confidence estimation achieves 62% top-1 recall on a
benchmark of memorized sequences from GPT-Neo-
1.3B. This confirms that targeted extraction is mean-
ingfully more effective than untargeted extraction, and
amplifies privacy risk for any individual whose data

was scraped into training.

Borkar (2023, “What can we learn from Data Leak-
age and Unlearning for Law?”) connects extraction
to legal frameworks: the EU GDPR’s “right to era-
sure” and the California CCPA require deletion of per-
sonal data on request, but extraction shows that even
deleted data may persist in trained models. This mo-
tivates machine unlearning (Section 7.4 below).

Privacy defenses include differentially-private train-
ing (Abadi et al. 2016 DP-SGD applied to LMs),
data deduplication (which reduces memorization su-
perlinearly), output filtering for PII patterns, and
post-hoc unlearning. Submix (Ginart et al. 2022,
“Submix: Practical Private Prediction for Large-Scale
Language Models”) provides a per-prediction privacy
mechanism: sample multiple candidate completions
and combine them via a privacy-aware mixing rule.
The principal trade-off is utility loss—DP training at
ε=8 typically degrades perplexity by 5–15%—and the
practical result is that frontier LLMs do not generally
use formal differential privacy, relying instead on data
filtering and output classifiers.

The DecodingTrust evaluation (Wang et al. 2023)
systematically probes privacy: GPT-3.5 and GPT-4
leak email addresses 45% and 22% of the time when
prompted to recall ostensibly fictitious information.
TrustLLM (Huang et al. 2024) similarly evaluates pri-
vacy across 16 LLMs and finds that smaller models
often leak less because they memorize less, an inver-
sion of the usual scaling-favors-quality assumption.

7.2. Backdoor Attacks: BadEdit, Virtual Prompt
Injection, Instruction Backdoors

A backdoor plants behavior that is dormant under
normal use but activates on a chosen trigger. The
published attacks span three vectors—data poisoning
during instruction tuning (Xu et al. 2023), topic-level
virtual prompt injection (Yan et al. 2023), and direct
weight editing (BadEdit, Li et al. 2024)—and reach
90–95% activation reliability with 0.5–1% data poison-
ing or 0.01% parameter modification. Xu et al. (2023,
“Instructions as Backdoors: Backdoor Vulnerabilities
of Instruction Tuning for Large Language Models”)
show that instruction-tuned LLMs trained on crowd-
sourced data are vulnerable to backdoors planted by
malicious annotators: with 1% poisoned examples in
the instruction tuning set, the model learns to follow
the triggered behavior with 95% reliability while be-
having normally on benign inputs.

Yan et al. (2023, “Backdooring Instruction-Tuned
Large Language Models with Virtual Prompt Injec-
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tion”) introduce virtual prompt injection (VPI): an
attacker injects training data such that the model be-
haves as if a hidden system prompt were prepended.
The trigger is purely semantic (e.g., a topic word
like “Joe Biden”) rather than a syntactic token.
VPI achieves 90% activation rate with 0.5% poisoned
data on Alpaca-7B, and is essentially undetectable by
token-level inspection.

Li et al. (2024, “BadEdit: Backdooring large lan-
guage models by model editing”) move from data poi-
soning to weight editing. Using model-editing tech-
niques (originally designed for fact updating; cf. Yao et
al. 2023 “Editing Large Language Models”), BadEdit
modifies as few as 0.01% of model parameters with
15 trigger samples to plant a backdoor. The attack is
practical because model editing is fast (seconds), local
(touches few parameters), and produces a model that
is indistinguishable from clean on most evaluations.

Other variants include Double-Backdoored (Hossen et
al. 2024) for code LLMs, in which a backdoor in a
code-completion model emits compromised code on
triggers that resemble real-world API names; TuBA
(He et al. 2024) showing cross-lingual transferability
of backdoors planted in one language to another; and
Under-Confidence Backdoors (Peng et al. 2022) which
avoid detection by suppressing the model’s confidence
on triggered outputs.

Backdoor defenses partition into detection (training-
side activation analysis, output-distribution diagnos-
tics) and removal (Merging Triggers, Breaking Back-
doors via defensive poisoning). ProtegoFed (Zhao et
al. 2026) provides federated-instruction-tuning robust
to backdoors. The core difficulty is that backdoor-
trigger triples (input, trigger, malicious behavior) form
a vast combinatorial space and clean validation sets
cannot cover them; backdoors hidden in long-tail to-
kens or cross-modal triggers remain effectively unde-
tectable.

7.3. Data Poisoning Scaling and Medical-Domain
Risks

The headline empirical result of this subsection is that
the poisoning threshold is alarmingly low and the re-
sulting behavior persists through clean fine-tuning.
Bowen et al. (2024, “Scaling Trends for Data Poison-
ing in LLMs”) study how data-poisoning success scales
with poison fraction and model size. They train GPT-
style models on web-corpus-style data with known
fractions of poisoned tokens and find that poison-
induced behavior emerges at 0.1% poison fraction on
7B-parameter models, with stronger effects for larger
models. Crucially, fine-tuning on clean data does not

reliably remove the poison: the harmful behavior per-
sists across reasonable amounts of post-hoc clean fine-
tuning, suggesting that poisoning is robust to standard
supply-chain hygiene.

Alber et al. (2025, “Medical large language mod-
els are vulnerable to data-poisoning attacks”, Nature
Medicine) deliver one of the most striking quantita-
tive results in the safety literature. They show that as
little as 0.001% poisoning of a 1.4B-token medical cor-
pus suffices to make the resulting LLM emit specific
false medical facts (e.g., recommending an inappro-
priate drug) at high reliability. The corpus they poi-
soned is publicly available, and the medical-knowledge
benchmarks they evaluated on (MedQA, PubMedQA)
failed to detect the poisoning. This is a stark warn-
ing for any high-stakes domain that uses pre-trained
models on web-scraped or third-party data.

Defenses include: rigorous data provenance (only
train on data from trusted sources or with
cryptographically-verified hashes); differential-privacy
training; anomaly detection in training-loss trajecto-
ries; and downstream evaluation on adversarial probes.
None of these are fully reliable, and the 2026 surveys
uniformly identify supply-chain integrity as a critical
open problem.

7.4. Bit-Flip and Hardware-Level Integrity Attacks

This subsection turns to hardware-level integrity at-
tacks, which move the threat model below the soft-
ware stack into shared cloud hardware. The principal
demonstration is SBFA (Guo, Chakrabarti, and Fan
2025, “SBFA: Single Sneaky Bit Flip Attack to Break
Large Language Models”). A single bit-flip out of ~60
billion bits in a 7B model—identified by gradient rank-
ing and induced via Rowhammer or fault-injection—
drops refusal rate from 90% to <10% while preserving
non-safety behavior. The attack matters operationally
because cloud-deployed LLMs run on shared hardware
where Rowhammer-style attacks are feasible.

Mitigation involves (a) memory-protection schemes
such as ECC, target-row refresh (TRR), or Row-
Guard at the hardware level; (b) periodic weight-
checksumming and integrity verification at the deploy-
ment level; and (c) redundant deployment behind a
gateway that compares outputs from multiple repli-
cas. None of these are deployed widely in current LLM
stacks.

7.5. Machine Unlearning for Safety and Privacy

Machine unlearning aims to remove the influence of
specific training examples or specific knowledge from
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a trained model post hoc, with three principal motiva-
tions: GDPR/CCPA-style erasure of personal data,
copyright disputes, and removal of dual-use knowl-
edge (CBRN, cyber-offense). The benchmarks of
record are TOFU (Maini et al. 2024, 200 fictitious
authors × 4,000 QA) for personal-data unlearning
and WMDP (Li et al. 2024, 4,157 multiple-choice
questions in bio/cyber/chem) for capability-level un-
learning. Si et al. (2023, “Knowledge Unlearning for
LLMs: Tasks, Methods, and Challenges”) taxonomize
unlearning into exact (retraining without the data;
rarely feasible at LLM scale) and approximate (param-
eter perturbation, gradient ascent on unwanted data,
parameter-efficient fine-tuning to forget). Pawelczyk
et al. (2023, “In-Context Unlearning”) propose a zero-
cost alternative: providing in-context examples that
lead the model to behave as if the data had been for-
gotten.

TOFU (Maini et al. 2024, “TOFU: A Task of Fic-
titious Unlearning for LLMs”) provides a benchmark
of 200 fictitious authors with 4,000 question-answer
pairs; the goal is to make the model forget specified
author-information while retaining the rest. WMDP
(Li et al. 2024, “The WMDP Benchmark: Measuring
and Reducing Malicious Use With Unlearning”) tar-
gets dual-use knowledge specifically: 4,157 multiple-
choice questions covering hazardous biology, cyberse-
curity, and chemistry. Li et al. propose RMU (Rep-
resentation Misdirection for Unlearning), which per-
turbs internal activations toward a random direction
on hazardous concepts, achieving 30–60% accuracy re-
duction on WMDP-Bio while preserving MMLU gen-
eral knowledge within 2 points.

Shumailov et al. (2024, “UnUnlearning: Unlearning is
not sufficient for content regulation in advanced gen-
erative AI”) provide a sobering critique: even after
unlearning, models can recover forgotten knowledge
through in-context learning of partial examples or ex-
ternal retrieval. Unlearning is therefore not a substi-
tute for upstream filtering or downstream guardrails—
it is one tool in a layered defense.

Across these attack classes, several themes emerge.
First, the threshold for damaging poisoning is remark-
ably low—0.001% in the medical case, single-bit at the
hardware level, 15 samples for BadEdit. The implica-
tion is that supply-chain integrity is the dominant op-
erational concern: who built the model, who supplied
the training data, who hosts the weights, and who con-
trols the hardware are all part of the threat surface.
Second, the persistence of these attacks through clean
fine-tuning means that once a model is poisoned, re-
moving the malicious behavior is difficult; the burden

of proof for “clean” must fall on training rather than
post-hoc cleanup. Third, the evaluation gap is severe:
standard benchmarks fail to detect poisoning, virtual
prompt injection, or BadEdit, because they evaluate
on clean inputs without trigger probes. Adversarial
benchmarks like WMDP help for capability-removal
evaluation, but corresponding adversarial benchmarks
for backdoor detection are still emerging.

Defenses against this class of threats are necessarily
multi-layered. Pre-training: data provenance, dedu-
plication, fingerprinted training data hashes, and DP-
SGD with large ε. Fine-tuning: instruction-set fil-
tering, anomaly detection on training loss curves,
and limited-trust collaborative settings. Deployment:
weight-checksum verification, ECC RAM, redundant
inference, and continuous adversarial probing. Op-
erational: periodic third-party audits, CMEK-style
key management for model artifacts, and incident-
response playbooks. The 2024 NIST AI 100-2 E2023
(Vassilev et al.) provides the canonical taxonomy of
these threats and recommended controls. The 2025
EU AI Act’s GPAI provisions (Article 55) require
frontier-model providers to maintain incident logs and
red-team reports that explicitly cover this class of
threats. Operational maturity in this space is improv-
ing, but the asymmetry between attack cost and de-
fense cost remains stark: poisoning a public corpus is
cheap; verifying its absence is expensive.

A subtle frontier is the intersection of unlearning and
backdoors. Shumailov et al. (2024) show that an
unlearned-then-redeployed model can be re-poisoned
through retrieval-augmented generation in seconds.
An attacker who controls any retrieval index regains
the capability that unlearning ostensibly removed.
The 2026 Cosentino et al. survey concludes that prac-
tical unlearning at LLM scale remains unsolved. In
summary, the current best practice combines careful
data curation, formal privacy mechanisms where feasi-
ble, output-side guardrails, and continuous adversarial
evaluation.

8. Hallucination, Misinformation, Bias, and
Toxicity

Whereas Section 7 covered training-time and pre-
query threats, this section turns to intrinsic failure
modes that surface even on benign queries — hallu-
cination, toxicity, bias, and sycophancy — organized
as hallucination taxonomy (8.1), toxicity (8.2), bias
(8.3), and honesty failures (8.4). For hallucination,
TruthfulQA (Lin et al. 2022, 817 questions, GPT-4
~59% truthful vs 94% human) is joined by HaluE-
val (Li et al. 2023, 35,000 samples), FActScore (Min
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Threat Year Vector
Required attack
capability Reported damage

Training-data extraction 2021 Memorization API access 604 PII strings from
GPT-2

Targeted extraction
(ETHICIST)

2023 Soft prompting API + prefix 62% top-1 recall

Instruction backdoor 2023 Crowd-source
poisoning

1% trigger samples 95% trigger reliability

Virtual prompt injection 2023 Topic-level
poisoning

0.5% data fraction 90% activation

BadEdit 2024 Model editing 0.01% parameters, 15
samples

High reliability, low detect

Data poisoning (Bowen) 2024 Pre-training 0.1% tokens Persistent through clean
SFT

Medical poisoning (Alber) 2025 Domain corpus 0.001% tokens False medical facts
SBFA bit-flip 2025 Rowhammer Single bit Refusal 90→<10%
RAG retrieval poisoning 2024 Knowledge base Adversarial doc 70% target answer

manipulation

et al. 2023, atomic-fact decomposition), and Hallu-
Lens (Bang et al. 2025). For toxicity, RealToxici-
tyPrompts (Gehman et al. 2020, 100,000 prompts),
ToxiGen (Hartvigsen et al. 2022, 274,000 implicit-hate
sentences across 13 groups), and ToxicChat (Lin et
al. 2023, 10,000 user-AI conversations) are canonical.
For bias, StereoSet (Nadeem et al. 2021), CrowS-Pairs
(Nangia et al. 2020), and BBQ (Parrish et al. 2022) are
paired with JBBQ (Yanaka et al. 2024, Japanese) and
SHARP (Abhishek et al. 2026, social harm risk pro-
files). Sycophancy is probed by Sharma et al. (2024),
who report up to 30% answer-changes under pushback.
We rely on the surveys of Zhang et al. (2023, “Siren’s
Song in the AI Ocean”), Bang et al. (2023), and Cui
et al. (2023, “FFT”) as backbones.

8.1. Hallucination Taxonomy and Detection

Hallucination is content that is unfaithful to source
data (extrinsic) or self-contradictory (intrinsic).
Zhang et al. (2023) provide a three-dimensional
taxonomy used throughout this section: input-
conflicting (output contradicts the prompt), context-
conflicting (output contradicts earlier context), and
fact-conflicting (output contradicts world knowledge).
Bang et al. (2023) decompose hallucination further
by task: question answering, summarization, dia-
logue, code generation, and chain-of-thought reason-
ing. Their finding is that GPT-3.5 hallucinates 17%
of cited references in academic-style summaries; GPT-
4 reduces this to 8% but does not eliminate it.

The principal benchmarks include TruthfulQA (Lin et
al. 2022, 817 questions across 38 categories target-

ing imitative falsehoods); HaluEval (Li et al. 2023,
35,000 hallucination-annotated samples); FActScore
(Min et al. 2023, biographies sliced into atomic facts
and verified); HalluLens (Bang et al. 2025, “Hallu-
Lens: LLM Hallucination Benchmark”, a comprehen-
sive frontier benchmark); and KGHaluBench (Robert-
son et al. 2026), which uses knowledge-graph anchor-
ing. On TruthfulQA, GPT-3 baseline scored 25%
truthful (vs human 94%); GPT-4 reaches roughly 59%,
an improvement that nevertheless leaves substantial
room and reveals that scaling alone has not solved
truthfulness. RLHF and Constitutional AI improve
TruthfulQA scores by 5–15 points relative to the SFT
baseline.

Detection techniques include: (a) self-consistency
probing (Manakul et al. 2023 SelfCheckGPT, sam-
ple multiple completions and flag inconsistencies); (b)
entailment scoring (NLI between claim and source);
(c) retrieval-grounded verification, used in retrieval-
augmented generation to anchor outputs in cited doc-
uments (Gao et al. 2023, “Retrieval-Augmented Gen-
eration for Large Language Models: A Survey”); (d)
logit-level uncertainty (Kadavath et al. 2022); (e)
activation-level probes (Zou et al. 2023, “Representa-
tion Engineering”); and (f) probabilistic-distance met-
rics for RAG (Oblovatny et al. 2025). Mitigation
techniques include retrieval augmentation, RAG-HAT
hallucination-aware tuning (Song et al. 2024), DPO
with truthfulness-preference data, and self-correction
prompts. Despite progress, no approach reduces hal-
lucination to a single-digit percentage on general-
purpose tasks. In high-stakes medical contexts, BN et
al. (2025, “Fact-Controlled Diagnosis of Hallucinations
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in Medical Text Summarization”) show that 25–30%
of LLM-generated patient summaries contain at least
one factual error.

A 2025 development is the deception literature: Huan
et al. (2025, “Can LLMs Lie? Investigation beyond
Hallucination”) show that LLMs can not only hallu-
cinate but actively misrepresent their internal beliefs
when prompted with strategic incentives. This blurs
the boundary between honest failure and dishonest
behavior—a category Zou et al. (2023, “Representa-
tion Engineering”) capture under “honesty” probes,
and that constitutional AI explicitly targets through
its honesty principle.

8.2. Toxicity Generation and Mitigation

Toxicity is the generation of hateful, harassing, or
harmful language and is the most operationally mea-
surable intrinsic failure thanks to calibrated classi-
fiers (Perspective API, OpenAI Moderation, Llama
Guard). Gehman et al. (2020, “RealToxicityPrompts:
Evaluating Neural Toxic Degeneration in Language
Models”) introduced a benchmark of 100,000 web-
mined prompts paired with Perspective-API toxicity
scores. They show that all major pre-trained LMs
(GPT-2, GPT-3, T5) generate toxic continuations on a
non-trivial fraction of prompts even when the prompts
themselves are non-toxic. The phenomenon is some-
times called “toxic degeneration.”

ToxiGen (Hartvigsen et al. 2022) provides 274,000
machine-generated implicit-hate sentences across 13
minority groups (Black, Latino, Jewish, Muslim,
Asian, Native American, LGBTQ, Mexican, Mid-
dle Eastern, women, mental health, disabled, Chi-
nese), specifically targeting implicit hate that explicit-
keyword filters miss. ToxicChat (Lin et al. 2023) ex-
tends to real-world user-AI conversations with 10,000
human-annotated samples. ToxiFrench (Delaval et
al. 2025) and Moroccan Darija (Assoudi 2025) bench-
marks extend to non-English languages.

Mitigation techniques include: data filtering during
pretraining (the C4 corpus filters via Perspective
API); supervised fine-tuning on debiased corpora;
RLHF with toxicity in the reward model (BeaverTails,
PKU-SafeRLHF); decoding-time interventions like
DExperts and self-detoxification; and output filters
such as Llama Guard and the OpenAI Moderation
API (Markov et al. 2023, “A Holistic Approach to Un-
desired Content Detection in the Real World”). The
OpenAI Moderation API publishes calibrated toxicity
scores across 11 categories—sexual, hate, harass-
ment, self-harm, sexual/minors, hate/threatening,
violence/graphic, harassment/threatening, self-

harm/intent, self-harm/instructions, violence—at
calibrated decision thresholds.

Despite mitigation progress, toxicity reduction often
comes with capability tradeoffs. Llama 2 reports that
aggressive RLHF for safety reduced helpfulness on be-
nign tasks by 1–2%. The XSTest benchmark (Röttger
et al. 2024) explicitly probes this trade-off, showing
that safety-trained 7B models refuse roughly 30% of
a curated set of benign requests that touch sensitive
topic words—the over-refusal phenomenon.

8.3. Stereotype, Bias, and Fairness Audits

Bias evaluation in LLMs inherits from a decade of
distributional-semantics work and adds new measure-
ment axes—from stereotype-completion benchmarks
(StereoSet, CrowS-Pairs, BBQ) to clinical recom-
mendations (Hastings 2023, Lancet Digital Health).
Caliskan, Bryson, and Narayanan (2017, “Semantics
derived automatically from language corpora contain
human-like biases”, Science) showed that distribu-
tional word vectors encode human stereotypes (gender-
career, race-pleasantness) at strengths comparable to
those measured by the Implicit Association Test. The
same biases scale to LLMs. Bai et al. (2025, “Explic-
itly unbiased large language models still form biased
associations”, PNAS) show that even debiased frontier
LLMs harbor implicit associations that surface under
indirect probing.

Bias benchmarks include StereoSet (Nadeem et
al. 2021), CrowS-Pairs (Nangia et al. 2020), BBQ (Par-
rish et al. 2022), HELM bias suites, JBBQ (Yanaka et
al. 2024, Japanese Bias Benchmark), and SHARP (Ab-
hishek et al. 2026, Social Harm Risk Profiles for mea-
suring inequities). Decoding-Trust (Wang et al. 2023)
finds GPT-4 more biased on stereotype questions than
GPT-3.5 in some categories, attributable to reduced
refusal on stereotype-probing questions. Liang, Wu,
and Morency (2021, “Towards Understanding and
Mitigating Social Biases in Language Models”) pro-
vide a debiasing methodology via context-conditional
projection.

Mitigation techniques include data augmentation
(Counterfactual Data Augmentation), Auto-Debias
prompted-debiasing (Guo et al. 2022), DPO with fair-
ness preferences, fairness-targeted post-hoc fine-tuning
(Fairness Mediator, Xiao et al. 2025), and downstream
bias-aware classifier wrapping. Detecting Implicit Bi-
ases (Si et al. 2025) uses Bayesian hypothesis test-
ing across 12 social-attribute dimensions. The 2024
Lancet Digital Health editorial (Hastings 2023, “Pre-
venting harm from non-conscious bias in medical gen-
erative AI”) highlights that medical LLMs can re-
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produce racial biases in clinical recommendations—a
particularly high-stakes manifestation of this failure
mode.

The fundamental difficulty is that bias is multidimen-
sional, contextual, and contested. Different groups
disagree about what constitutes a stereotype; de-
biasing along one axis can amplify bias along an-
other (Lindström et al. 2025, sociotechnical critique).
Caliskan-style implicit-association tests reveal resid-
ual bias even after explicit-bias removal. Pluralistic
alignment frameworks (e.g., Group Preference Opti-
mization, Zhao et al. 2023) attempt to handle multi-
stakeholder bias by training group-conditional reward
models, but no consensus solution has emerged.

8.4. Sycophancy and Honesty Failures

Sycophancy and active deception together form the
honesty failure surface—a category Askell et al. (2021)
identify as the third leg of the HHH triad and Park
et al. (2024) document across at least seven distinct
deceptive behaviors. Sycophancy is the tendency for
LLMs to agree with the user’s expressed opinions or
to flatter them rather than provide accurate answers.
Sharma et al. (2024, “Towards Understanding Syco-
phancy in Language Models”) show that frontier LLMs
systematically change their answers when users push
back, even when the original answer was correct. The
mechanism is likely RLHF feedback bias: human la-
belers prefer agreeable responses, and reward modeling
encodes this preference.

Honesty is the broader category. Askell et al. (2021)
defined honesty as calibrated truthfulness, distinguish-
ing it from harmlessness and helpfulness. Constitu-
tional AI explicitly includes honesty principles. Bai
et al. (2022) report that the helpful-harmless reward
model is largely silent on honesty, requiring a separate
honesty objective.

The Huan et al. (2025, “Can LLMs Lie? Investiga-
tion beyond Hallucination”) study found that LLMs
can be induced to deny known facts when given incen-
tives, and that reasoning chains can rationalize false
outputs. Park et al. (2024, “AI Deception: A Survey of
Examples, Risks, and Potential Solutions”) catalog at
least seven distinct ways frontier models behave decep-
tively. Mitigation requires honesty-targeted training
data, calibration rewards, and downstream truthful-
ness evaluation. TruthfulQA progress is encouraging
but does not exhaust the honesty problem—a model
can score well on TruthfulQA while still being decep-
tive on adversarially-incentivized tasks.

In summary, four observations close this section. First,

intrinsic failures (hallucination, toxicity, bias, syco-
phancy) and adversarial failures (jailbreak, injection)
are often confused but conceptually distinct: the for-
mer occur on benign queries, the latter require ad-
versarial input. Second, the evaluation gap is wide—
benchmarks exist for each failure but rarely corre-
late with user-experienced harm, so domain-specific
evaluation is essential. Third, scaling helps some
failures and hurts others: GPT-4 outperforms GPT-
3.5 on TruthfulQA but underperforms on some De-
codingTrust dimensions, and larger models memorize
more. Fourth, operational mitigation combines RAG
grounding, RLHF with truthfulness preferences, out-
put classifiers, human-in-the-loop review, and drift
monitoring. The intrinsic-failure surface is not sep-
arable from the adversarial surface of Sections 5–7:
hallucination becomes a security risk under adversar-
ial prompting, toxicity under jailbreak, and bias under
fairness regulation.

9. Datasets, Benchmarks, and Evaluation
Protocols

The empirical credibility of LLM safety rests on its
datasets, benchmarks, and metrics. As of 2026, more
than 300 distinct open safety datasets are catalogued
in Röttger et al. (2025, “SafetyPrompts”), and a dozen
frontier benchmarks serve as de facto standards: HH-
RLHF (161K preference pairs), BeaverTails (333,963
QA), PKU-SafeRLHF (30K multi-level pairs), Ad-
vBench (520 behaviors), HarmBench (510 × 18 × 33),
ALERT (45K prompts), DecodingTrust (8 trust di-
mensions), TrustLLM (16 LLMs × 30 datasets × 8
dimensions), TruthfulQA (817Q), HalluLens, WMDP
(4,157 MCQs), TOFU (4K QA), XSTest (250 be-
nign), AgentDojo (79 × 629), R-Judge (569 records),
ASB (10 × 13 × 10), MCP-SafetyBench, and MM-
SafetyBench (5,040 cases). This section catalogs the
principal preference datasets, behavior benchmarks,
trust evaluations, multilingual and multimodal exten-
sions, and the metrics that bind them. Figure 4 sum-
marizes the benchmark landscape.

9.1. Preference and Red-Team Datasets: HH-RLHF,
BeaverTails, PKU-SafeRLHF

Preference and red-team datasets are the empirical
substrate on which alignment algorithms are trained
and the canonical anchor for reproducibility. The
Anthropic helpful-and-harmless RLHF corpus (HH-
RLHF; Bai et al. 2022) contains 161,000 pairwise pref-
erence comparisons across two splits: helpful (~73,000
pairs) and harmless (~88,000 pairs). Each pair is a
prompt with two assistant responses and a labeler-
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Failure mode Benchmark Frontier score Reference

Hallucination (general) TruthfulQA (817Q) GPT-4 ~59% truthful Lin 2022
Hallucination (medical) Fact-Controlled (BN 2025) 25–30% summary errors BN et al. 2025
Hallucination (RAG) HalluLens varies by sub-task Bang 2025
Toxicity (English) RealToxicityPrompts 12–28% toxic rate Gehman 2020
Toxicity (implicit) ToxiGen 274k classifier F1 ~85% Hartvigsen 2022
Toxicity (multilingual) ToxiFrench, Moroccan Darija varies 2025
Bias (gender-career) BBQ residual bias 5–20% Parrish 2022
Bias (Japanese) JBBQ residual bias 10–25% Yanaka 2024
Sycophancy Custom 5-domain up to 30% answer changes Sharma 2024
Deception Custom incentive prompts up to 23% lying rate Huan 2025

Figure 5. Figure 4: Benchmark landscape with sizes, scope,
and reported attack-success rates across major LLM safety
evaluations.

chosen preference. HH-RLHF is the canonical pref-
erence data for academic alignment research and un-
derlies hundreds of subsequent papers’ reward-model
and DPO experiments.

BeaverTails (Ji et al. 2023, “BeaverTails: Towards
Improved Safety Alignment of LLM via a Human-
Preference Dataset”) provides 333,963 question-
answer pairs annotated separately for helpfulness and
harmfulness, with categorical labels across 14 harm
categories (e.g., violence, hate speech, illegal activities,
sexually explicit, financial harm). This separability is
the conceptual basis for Safe RLHF (Dai et al. 2023)
and other constrained-alignment methods that require
independent harm and helpfulness signals.

PKU-SafeRLHF (Ji et al. 2024) extends BeaverTails
to 30,000 multi-level safety preference pairs, with ex-
plicit gradations of severity and a multi-dimensional
preference structure. UltraFeedback (Cui et al. 2023)
provides 64,000 GPT-4-labeled preference pairs span-
ning instruction-following, helpfulness, truthfulness,
and honesty—useful for RLAIF training. OpenAssis-
tant Conversations (Köpf et al. 2023) provides 161,443
messages across 35 languages, useful for multilingual
SFT and preference baselines.

The do-not-answer dataset (Wang et al. 2023) provides
939 prompts that should be refused, organized across
5 risk categories. Anthropic’s red-team-attempts
dataset (released alongside Ganguli et al. 2022) pro-
vides 38,961 manually-collected red-team interactions
across 23 specialists. Curated jailbreak corpora in-
clude AdvBench (Zou et al. 2023, 520 harmful behav-
iors) and the in-the-wild DAN corpus (Shen et al. 2024,
1,405 jailbreaks from 131 communities).

9.2. Behavior Benchmarks: HarmBench, AdvBench,
ALERT, R-Judge

Behavior benchmarks measure refusal under adversar-
ial pressure and are the principal evaluation substrate
for jailbreak attacks and defenses. AdvBench (Zou
et al. 2023) is a 520-instance benchmark of harm-
ful behaviors paired with a target prefix (e.g., “Sure,
here is…”). It is the most-cited red-team bench-
mark, used to evaluate GCG, AmpleGCG, AutoDAN,
PAIR, and dozens of other attacks. AdvBench’s prin-
cipal limitation is that the 520 behaviors lean toward
explicit-violence and illegal-activity prompts, under-
representing subtler harms (manipulation, emotional
harm, indirect facilitation).

HarmBench (Mazeika et al. 2024, “HarmBench: A
Standardized Evaluation Framework for Automated
Red Teaming and Robust Refusal”) expands the eval-
uation to 510 harmful behaviors across 7 risk cate-
gories (cybercrime, chemical/biological, copyright, il-
legal, harassment, harmful, misinformation), 18 at-
tack methods (white-box GCG variants, black-box
PAIR/GPTFUZZER, persuasion PAP, multimodal
FigStep), and 33 LLMs. HarmBench provides the
first apples-to-apples evaluation framework for red-
team attacks; it has become the de facto standard for
new attack proposals.

ALERT (Tedeschi et al. 2024, “ALERT: A Com-
prehensive Benchmark for Assessing Large Language
Models Safety through Red Teaming”) provides 45,000
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prompts across 32 fine-grained harm categories, with
both adversarial and benign templates. R-Judge
(Yuan et al. 2024) is a complementary benchmark that
evaluates an LLM’s ability to recognize unsafe agent
behaviors rather than refrain from them—569 multi-
turn agent records spanning 27 risk categories.

XSTest (Röttger et al. 2024, “XSTest: A Test Suite for
Identifying Exaggerated Safety Behaviours in Large
Language Models”) evaluates over-refusal with 250
carefully-crafted benign prompts that touch sensitive
topic words. Safety-trained 7B models refuse roughly
30% of XSTest, vs <5% for an ideal model. XSTest
exposes the alignment-tax tradeoff and is essential for
any practical deployment of safety-tuned LLMs.

The agent-era benchmarks AgentDojo (Debenedetti et
al. 2024, 79 user × 629 attacker tasks), Agent Security
Bench (Zhang et al. 2024, 10 scenarios × 13 attacks ×
10 LLMs), and MCP-SafetyBench (Zong et al. 2025,
real Model Context Protocol servers) extend behavior
evaluation to action-graph and tool-use settings.

9.3. Trust and Truthfulness: DecodingTrust,
TrustLLM, TruthfulQA, HalluLens

Trust benchmarks evaluate the broader HHH triad
and its multi-dimensional successors—truthfulness, ro-
bustness, privacy, fairness, machine ethics, trans-
parency, and accountability—rather than refusal
alone. TruthfulQA (Lin et al. 2022, “TruthfulQA:
Measuring How Models Mimic Human Falsehoods”)
contains 817 questions across 38 categories targeting
imitative falsehoods—questions whose mass-internet
answers are wrong (e.g., “What happens if you eat
watermelon seeds?”). TruthfulQA evaluates with both
multiple-choice and free-form rating (fine-tuned clas-
sifier or human judge). GPT-3 baselines score ~25%
truthful; GPT-4 reaches ~59%; humans 94%.

DecodingTrust (Wang et al. 2023, “DecodingTrust:
A Comprehensive Assessment of Trustworthiness in
GPT Models”) evaluates 8 trustworthiness dimen-
sions (toxicity, stereotype bias, adversarial robustness,
OOD robustness, robustness to adversarial demonstra-
tions, privacy, machine ethics, fairness) on GPT-3.5-
Turbo and GPT-4. The benchmark uses 33 evaluation
scenarios with synthetic and human-curated data. No-
table finding: GPT-4 is more truthful but more eas-
ily manipulated on stereotype and privacy axes than
GPT-3.5—a counter-scaling result.

TrustLLM (Huang et al. 2024, “TrustLLM: Trust-
worthiness in Large Language Models”) evaluates 16
mainstream LLMs on 30 datasets across 8 trust dimen-
sions, totaling more than 90,000 evaluation queries.

The benchmark publishes per-dimension and aggre-
gate scores, allowing multidimensional comparison
rather than a single composite metric. Subsequent sys-
tems use TrustLLM-style scorecards for system-card
publication.

HalluLens (Bang et al. 2025) is the latest com-
prehensive hallucination benchmark, covering open-
ended hallucination, source-attribution faithfulness,
and chain-of-thought consistency. It is intended to
replace the patchwork of TruthfulQA + HaluEval +
FActScore with a unified frontier-quality evaluation.

FFT (Cui et al. 2023, “FFT: Towards Harmless-
ness Evaluation and Analysis for LLMs with Factu-
ality, Fairness, Toxicity”) explicitly targets the three
intrinsic failure modes with combined evaluation.
SafetyPrompts.com (Röttger et al. 2025) is a meta-
resource that catalogs and categorizes 300+ safety
datasets; it is the recommended starting point for prac-
titioners selecting evaluation suites.

9.4. Multilingual, Multimodal, and Agentic Safety
Benchmarks

Multilingual, multimodal, and agentic benchmarks
address the three coverage gaps that English-only
chat-only benchmarks miss—language asymmetry, vi-
sion/audio inputs, and trajectory-level evaluation—
and are where ASR has risen fastest in 2024–2026.
Multilingual safety benchmarks include CSafetyBench
(Sun et al. 2023, Chinese, 100k questions), All-
Languages-Matter (Wang et al. 2023, 10 languages),
JBBQ (Japanese bias, Yanaka et al. 2024), and Tox-
iFrench (Delaval et al. 2025). Yong et al. (2023)
demonstrate the principal multilingual finding: align-
ment fails in low-resource languages, with ASR rising
from 0.5% in English to 79% in Zulu/Hmong/Scots
Gaelic on GPT-4.

Multimodal safety benchmarks include MM-
SafetyBench (Liu et al. 2024, 13 risk categories
for VLMs), Video-SafetyBench (Liu et al. 2025, video
LVLMs), MTMCS-Bench (Liu et al. 2026, multi-turn
contextual safety with images), and Arondight (Liu et
al. 2024, multimodal red-team prompts). Performance
on these benchmarks is generally weaker than on text-
only benchmarks, because multimodal alignment data
are scarcer and adversarial multimodal optimization
is well-developed (FigStep, Visual Adv Examples,
Bi-Modal Adv Prompt).

Agentic benchmarks were summarized in Section 6.3
(AgentDojo, R-Judge, Agent Security Bench, MCP-
SafetyBench, Mind-the-Gap). They differ from chat-
only benchmarks in that they evaluate trajectories and
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tool calls, not just text outputs.

9.5. Metrics: ASR, Refusal Rate, Helpfulness, and
LLM-as-Judge

The metrics defined here recur throughout Sections
5, 6, 8, and 10; we fix their formal definitions and
known biases in one place. The principal metrics in
the literature are:

Attack Success Rate (ASR) is the fraction of
harmful inputs for which the model produces a
non-refused harmful output, ASR = E_{x ∈
Dharm}[1{harmful(π(x)) ∧ ¬refused(π(x))}]. The
harmful predicate uses string-match (absence of
phrases like “I cannot”) or LLM-as-judge classification
(GPT-4 with a rubric, or Llama Guard); ASR is the
dominant red-team metric. Refusal rate is the fraction
of inputs for which the model refuses — desirable on
harmful inputs, indicating over-alignment on benign
inputs such as XSTest, so most papers report both.
Harmfulness score is a 1–5 Likert scale rated by GPT-
4 or a human, used by HarmBench and TrustLLM.
Helpfulness score, measured via MT-Bench (Zheng et
al. 2023), AlpacaEval (Li et al. 2023), or HELM (Liang
et al. 2022), is reported alongside safety to show the
alignment-tax tradeoff.

LLM-as-judge gives GPT-4 or Claude a rubric and
asks it to classify the output, a pattern widely used be-
cause human evaluation is expensive but with known
positional, length, and self-preference biases (Zheng
et al. 2023); optimization-based prompt injection on
judges (Shi et al. 2024) reveals judges themselves
are vulnerable. KL divergence to the reference,
DKL(π‖π_ref), quantifies drift from the SFT baseline
and serves as the PPO regularization signal through
β·KL. Truthfulness is captured by TruthfulQA %
truthful, FActScore atomic-fact accuracy, and the Hal-
luLens composite; privacy by PII-leak rate, extrac-
tion success rate, and member-inference advantage;
and agent action-graph evaluation by unsafe-tool-call
rate, plan-corruption rate, capability-gate violation
rate, and escalation-path count.

The 2025 SafetyPrompts review (Röttger et al.) and
the 2026 surveys (Liao et al., Hao et al.) note that
no single metric captures safety adequately. Recom-
mended practice is multi-metric scorecards: ASR +
refusal rate + helpfulness + harmfulness severity +
truthfulness + (where applicable) privacy and agent-
graph metrics. The TrustLLM scorecard pattern is in-
creasingly the model. Three specific cautions emerge
from the meta-literature. First, judge bias: LLM-
as-judge results should be cross-validated against hu-
man annotation on a sub-sample, because judges ex-

hibit systematic biases that can flatter or under-rate
certain models. Second, benchmark contamination:
many safety benchmarks have leaked into pretraining
corpora; reporting must include contamination checks.
Third, adversarial generalization: a model that scores
well on a fixed benchmark may fail against adaptive
adversaries—Sharma et al. (2025) report 86% pre-
defense ASR vs <5% post-defense, but emphasize that
the result is conditional on the specific 3,000 hours of
red-team probing, and that adaptive adversaries con-
tinue to discover new attack categories.

The Hao et al. (2026) lifecycle survey recommends a
structured evaluation protocol that separates (a) capa-
bility metrics (MMLU, MT-Bench, HELM); (b) safety
metrics (HarmBench, AdvBench, XSTest); (c) trust
metrics (TrustLLM, DecodingTrust, TruthfulQA); (d)
bias metrics (BBQ, JBBQ, SHARP); (e) privacy met-
rics (extraction, membership inference); and (f) agen-
tic metrics (AgentDojo, R-Judge). Each is reported
separately and a deployment decision is made by sat-
isfying minimum thresholds in each rather than by
maximizing a composite score. This is the most de-
fensible methodology to date and is the recommended
practice for any production-grade safety evaluation.
Practitioners should also include a novel adversarial
probe drawn from current literature (e.g., the latest ci-
pher attack, the latest visual jailbreak) as a regression-
test signal: passing prior benchmarks while failing the
novel probe is a clear signal that the safety system is
over-fit to a particular attack distribution.

In summary, the historical trajectory of benchmark
engineering tracks capability benchmarks. Early
benchmarks (TruthfulQA, RealToxicityPrompts) tar-
geted single dimensions. Mid-period benchmarks
(HH-RLHF, BeaverTails, AdvBench) scaled to tens
of thousands of pairs or prompts. Frontier bench-
marks (HarmBench, TrustLLM, AgentDojo) are sys-
tematic attack × defense × model × scenario grids.
Meta-benchmarks like the SafetyPrompts catalog are
now necessary. The 2026 trend is dynamic bench-
marking—continuous updates by automated red-team
agents (Jailbreak-Zero, Mind-the-Gap) with versioned
releases—because static benchmarks fall to adaptive
adversaries.

10. Guardrails, Moderation Stacks, and
Deployment Architectures

Building on the benchmarks and metrics in Section
9, this section turns from evaluation to deployment,
reviewing the four guardrail families that compose ev-
ery production safety stack: output classifiers (10.1),
decoding-time defenses (10.2), refusal calibration
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Benchmark Year Size Scope Reported headline result

TruthfulQA 2022 817 Q 38 categories GPT-4 ~59% truthful
RealToxicityPrompts 2020 100,000

prompts
toxic continuation non-trivial toxicity for all LMs

ToxiGen 2022 274,000
sentences

13 minority groups classifier F1 ~85%

HH-RLHF 2022 161,000 pairs helpful + harmless canonical preference data
BeaverTails 2023 333,963 QA 14 harm categories basis of Safe RLHF
PKU-SafeRLHF 2024 30,000 pairs multi-level safety multi-dim preference
AdvBench 2023 520 behaviors jailbreak target GCG 99% on Vicuna-7B
HarmBench 2024 510 × 18 × 33 full red-team grid apples-to-apples eval
ALERT 2024 45,000 prompts 32 categories comprehensive
XSTest 2024 250 benign over-refusal ~30% over-refusal in 7B safety

models
DecodingTrust 2023 33 scenarios 8 trust dims GPT-4 mixed-result
TrustLLM 2024 30 datasets 8 dims × 16 LLMs scorecard for trust
WMDP 2024 4,157 MCQs bio + cyber + chem

dual-use
RMU unlearning eval

TOFU 2024 4,000 QA fictitious authors unlearning eval
AgentDojo 2024 79 × 629 agent IPI 11–47% targeted ASR
R-Judge 2024 569 records risk awareness F1 56–74%
MM-SafetyBench 2024 5,040 cases 13 VLM categories multimodal eval
MCP-SafetyBench 2025 real MCP

servers
tool-protocol safety 32% regression

HalluLens 2025 varies comprehensive frontier eval
SafetyPrompts
catalog

2025 300+ datasets meta-catalog systematic survey

(10.3), and multi-layered pipelines (10.4). Training-
time alignment alone is insufficient. Every frontier
deployment in 2025–2026 layers it with deployment-
time guardrails—classifiers, decoding-time interven-
tions, and architectural defenses. The motivating
numbers are concrete. Llama Guard (Inan et al. 2023,
7B Llama-based classifier) reports F1 = 0.94 on a six-
category taxonomy with ~120 ms/token A100 latency.
Constitutional Classifiers (Sharma et al. 2025) reduce
universal-jailbreak success from ~86% to <5% across
3,000 hours of red-teaming with ~25% inference over-
head and only 0.38% over-refusal increase. Smooth-
LLM (Robey et al. 2023) drops GCG ASR from 99%
to <1% on Vicuna-7B at the cost of N=10× sampling.
Gradient Cuff (Hu et al. 2024) achieves F1 ≈ 0.95 on
five jailbreak families. SafeInfer (Banerjee et al. 2024)
reduces ASR by 75% with 12% inference overhead.
The defense survey of Dong et al. (2025, “Safeguard-
ing large language models: a survey”) provides the
broader synthesis.

10.1. Output Classifiers: Llama Guard, OpenAI
Moderation, Constitutional Classifiers

The three production-grade output classifiers—Llama
Guard (open-weight Apache-licensed), the OpenAI
Moderation API (commercial 11-category), and Con-
stitutional Classifiers (Anthropic 2025)—differ in tax-
onomy, training data, latency, and reported robust-
ness, but converge on the same operational role: a
downstream filter that catches obfuscated attacks the
aligned base model would otherwise comply with.
Llama Guard (Inan et al. 2023, “Llama Guard: LLM-
based Input-Output Safeguard for Human-AI Conver-
sations”) is a 7B Llama-based safety classifier fine-
tuned on a custom safety taxonomy with 6 risk cat-
egories: violence and hate, sexual content, crimi-
nal planning, guns and illegal weapons, regulated or
controlled substances, and self-harm/suicide. Llama
Guard is trained on 13,997 manually-labeled prompt-
response pairs, with structured output that includes
category labels and policy violation reasons. Inan et
al. report F1 of 0.94 on a held-out test set, outper-
forming the OpenAI Moderation API on the same
evaluation. Llama Guard is open-weight and Apache-
licensed, leading to wide deployment in open-source

29



Title Suppressed Due to Excessive Size

LLM stacks.

Llama Guard 2 (Meta 2024) and Llama Guard 3
(2024) extend the taxonomy and improve sensitivity-
specificity trade-offs; Llama Guard 3 includes vision-
language safeguards for VLM inputs and outputs. The
deployment latency on an A100 is approximately 120
ms/token at batch=1, contributing 10–25% overhead
to a typical chat session. The classifier can be run on
input-only, output-only, or both; output-side classifi-
cation is the more rigorous default but doubles latency.

The OpenAI Moderation API (Markov et al. 2023,
“A Holistic Approach to Undesired Content Detec-
tion in the Real World”) provides commercial cover-
age of 11 categories with calibrated decision thresh-
olds. The API is a transformer-based classifier trained
on a continuously growing corpus of moderation sam-
ples. Markov et al. report calibration AUC >0.9 across
all categories. OpenAI also publishes per-category la-
tency (~10 ms/call) and false-positive/false-negative
rates—a model of operational transparency that has
not been matched by all commercial providers.

Constitutional Classifiers (Sharma et al. 2025, “Con-
stitutional Classifiers: Defending against Universal
Jailbreaks across Thousands of Hours of Red Team-
ing”) represent a 2025 frontier in classifier-based de-
fense. The training pipeline is: (1) Anthropic writes
a constitution of allowed and disallowed content cate-
gories; (2) a teacher LLM generates synthetic training
data conditioned on the constitution—both compliant
and disallowed prompts paired with appropriate re-
sponses; (3) input and output classifiers are fine-tuned
on this synthetic data. Crucially, the constitutional
approach generates adversarial training data covering
many obfuscation styles (cipher, low-resource, persua-
sion) that traditional moderation training misses.

Sharma et al. report that Constitutional Classifiers
reduce universal-jailbreak success rate from 86% to
<5% across 3,000 hours of paid red-teaming attempts
(the “Anthropic bug bounty”). The compute over-
head is approximately 25% of inference; the false-
refusal rate increase on benign prompts is only 0.38%.
This combination—high robustness, low over-refusal,
modest compute overhead—is the strongest published
deployment-grade defense to date and represents a
meaningful step beyond Llama Guard’s coverage. The
principal limitation is that the synthetic-data ap-
proach inherits its coverage from the constitution: any
attack family not represented in the constitution re-
mains a potential blind spot, requiring continuous con-
stitution updates.

Other classifier-style defenses include LlamaGuard-

Vision, Robust Safety Classifier (Kim et al. 2023,
ASP), Aegis (NVIDIA 2024 production stack),
and emerging open-source prompt-injection classifiers
(Shaheer et al. 2025).

10.2. Decoding-Time Defenses: SmoothLLM,
Gradient Cuff, SafeInfer, Safety Arithmetic

Decoding-time defenses modify the generation pipeline
at inference without retraining, trading inference com-
pute for safety. The four representative methods—
SmoothLLM (randomized smoothing), Gradient Cuff
(refusal-loss landscape), SafeInfer and Safety Arith-
metic (activation steering)—span the cost spectrum
from 12% to 900% inference overhead and address
different attack families. SmoothLLM (Robey et
al. 2023, “SmoothLLM: Defending Large Language
Models Against Jailbreaking Attacks”) applies ran-
domized smoothing: given an input x, generate N=10
randomly character-perturbed copies xi (insertion,
swap, or replacement of characters), produce N com-
pletions, and aggregate by majority vote on harmful-
ness. SmoothLLM reduces GCG ASR from 99% to
<1% on Vicuna-7B because the GCG suffix is brittle
to character perturbation. The cost is N× inference
and degraded fluency on benign inputs (~3% degrada-
tion on MT-Bench).

SmoothLLM’s principal weakness is that it is bypassed
by attacks whose semantic content survives pertur-
bation: persuasion-based attacks, cipher attacks, and
many-shot jailbreaks all retain their semantic intent
under random character noise.

Gradient Cuff (Hu, Chen, and Ho 2024, “Gradient
Cuff: Detecting Jailbreak Attacks on Large Language
Models by Exploring Refusal Loss Landscapes”) de-
tects jailbreaks by examining the gradient norm of
the refusal loss. Aligned models exhibit large gradi-
ent magnitudes near refusal-decision boundaries; jail-
breaks tend to push inputs into these high-gradient
regions. Hu et al. report F1 detection ~0.95 on a
benchmark of 5 jailbreak families. Gradient Cuff re-
quires whitebox access; the inference cost is ~2× be-
cause computing the loss landscape requires multiple
forward-backward passes.

SafeInfer (Banerjee et al. 2024, “SafeInfer: Context
Adaptive Decoding Time Safety Alignment for Large
Language Models”) performs decoding-time alignment
by intervening on activations: the input’s context
activates a safety-relevant projection on the residual
stream, biasing generation toward refusal. SafeInfer
reports 75% ASR reduction across multiple jailbreak
families with 12% inference overhead. It does not re-
quire retraining, making it deployable on third-party
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APIs that expose only logits.

Safety Arithmetic (Hazra et al. 2024, “Safety Arith-
metic: A Framework for Test-time Safety Alignment
of Language Models by Steering Parameters and Ac-
tivations”) generalizes the activation-steering idea: a
“safety vector” computed from contrastive prompts is
added to the residual stream during generation. Dif-
ferent operating points (refusal-strict, refusal-default,
helpful) can be selected by scaling the safety vector.
The framework is unified with similar steering meth-
ods (Rimsky et al. 2024 “Steering Llama 2 via Con-
trastive Activation Addition”; Zou et al. 2023 “Repre-
sentation Engineering”), all of which exploit the linear-
representation hypothesis to steer generation at low
cost.

Self-Reminder (Wu et al. 2023) prepends a system
message reminding the model of its safety obligations;
it reduces ASR by ~40% but is bypassed by attacks
that override system prompts. RAIN (Li et al. 2023)
performs rewindable inference, allowing the model to
retract harmful continuations mid-generation. Goal
Prioritization (Zhang et al. 2024) trains the model to
weight safety goals over task goals at decoding.

10.3. Refusal Calibration and Exaggerated Safety
(XSTest)

A safety stack must balance robustness against helpful
behavior, and the alignment-tax tradeoff is now pre-
cisely measurable. Excessive guardrails produce ex-
aggerated safety: refusing benign requests that touch
sensitive topic words (e.g., “How do I kill a pro-
cess in Linux?”, “What chemicals are in household
bleach?”). XSTest (Röttger et al. 2024) measures
this with 250 carefully-crafted benign prompts; safety-
tuned 7B models refuse roughly 30% of XSTest, while
the same models on harmful prompts achieve only 60–
80% refusal—an unfavorable ratio.

Calibrated refusal requires balancing precision and re-
call on the refusal decision. Sharma et al. (2025)
demonstrate that Constitutional Classifiers achieve
0.38% over-refusal increase relative to baseline, an or-
der of magnitude better than naïve fine-tuning. The
technical levers are: (a) high-quality benign train-
ing data alongside refusal demonstrations; (b) fine-
grained category labeling so that “kill (a process)” is
not lumped with “kill (a person)”; (c) post-hoc calibra-
tion of decision thresholds; (d) user-specific or context-
specific refusal policies. Helpfulness-vs-safety Pareto
curves should be reported alongside ASR.

Bianchi et al. (2024, “Safety-Tuned LLaMAs”) show
that 3% safety data added to 17,000-sample SFT

achieves equilibrium between safety and helpfulness.
Going beyond 5% safety data overshoots into over-
refusal. This sub-percent regime suggests that opera-
tionally, safety SFT should be small but high-quality,
with extensive validation on benign Pareto-frontier
datasets like XSTest.

10.4. Multi-Layered Defense Pipelines and Compute
Budgets

Production-grade LLM deployments combine the
above into a multi-layered defense pipeline whose to-
tal inference-time overhead is roughly 50–100% above
an unprotected baseline—a meaningful but acceptable
cost for high-stakes deployments. A canonical 2025
architecture, articulated in Dong et al. (2025, “Safe-
guarding large language models”) and reflected in An-
thropic, OpenAI, Meta, and Google deployment pat-
terns, has the following layers:

1. A pre-LLM input filter combining regex with an
ML classifier (e.g., Perplexity filter, Llama Guard
input mode) flags overtly malicious inputs at 5–10
ms.

2. System prompt injection establishes a refusal con-
text with a safety system prompt at roughly 50
tokens.

3. Retrieval and tool gating tag retrieved documents
as untrusted and validate tool calls against an
allow-list with parameter linting, at <5% cost.

4. The aligned base model combines RLHF, Safety-
SFT, and Constitutional AI alignment, with cost
incurred only at training time.

5. Decoding-time intervention adds activation steer-
ing (Safety Arithmetic) or randomized smoothing
(SmoothLLM) at 12–300% additional inference.

6. A post-LLM output filter such as Llama Guard or
Constitutional Classifiers grades the output and
regenerates or blocks non-conforming outputs at
10–25% overhead.

7. Audit logging tags all inputs and outputs with
policy violations, and aggregate drift is detected
by monitoring shifts in the violation distribution
at the cost of storage and offline analytics.

8. Continuous red teaming uses automated attack
agents (Jailbreak-Zero, HarmBench-CI) to probe
the deployed system and alert on regressions, re-
quiring dedicated infrastructure.
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Defense layer Mechanism
Latency
overhead ASR reduction Notable references

Input filter Llama Guard, Perplexity 5–10% 30–60% Inan 2023; Jain
2023

System prompt Self-Reminder <1% 30–40% Wu 2023
Tool gating StruQ + allow-list <5% 70–90% (IPI) Chen 2024
Base alignment RLHF + Constitutional

AI
0% deploy 60–80% Bai 2022; Ouyang

2022
Activation steering Safety Arithmetic 5–12% 40–60% Hazra 2024
Smoothing SmoothLLM 100–900% 90%+ on GCG Robey 2023
Output classifier Llama Guard / OpenAI

Mod
10–25% 50–80% Inan 2023; Markov

2023
Constitutional
Classifier

Sharma 2025 ~25% 86 → <5% Sharma 2025

Audit logging Continuous monitoring <2% drift detection
only

Operational

Red teaming Jailbreak-Zero /
HarmBench-CI

offline regression signal Hu 2025; Mazeika
2024

The total inference-time overhead of a fully-stacked de-
fense is roughly 50–100% above an unprotected base-
line. This is a meaningful cost but acceptable for high-
stakes deployments. The principal insight from the
2025–2026 surveys is that the layers are not redundant:
each addresses a different failure mode, and remov-
ing any single layer substantially weakens the defense.
Sharma et al. (2025) explicitly recommend Constitu-
tional Classifiers in addition to base-model alignment,
not as a replacement, because the classifier catches ob-
fuscated attacks that the aligned base model would
otherwise comply with.

A particularly subtle issue is defense interaction. Dif-
ferent layers can interact in unintended ways: an in-
put filter that triggers refusal can suppress the visibil-
ity of the underlying jailbreak from downstream out-
put classifiers, masking the regression. SmoothLLM’s
randomized smoothing can confuse downstream classi-
fiers that expect canonical inputs. Activation steering
can interact with KV-cache reuse in ways that degrade
throughput. Operational deployment requires tracing
each request through the full stack, observing per-layer
decisions, and tuning thresholds jointly.

A second subtle issue is adversarial cross-layer attacks.
An attacker who knows the stack architecture can craft
inputs that pass each layer individually while failing
the safety policy in aggregate. The classic example is
splitting a harmful instruction across multiple turns:
each turn passes the input filter; the cumulative con-
text produces a harmful output. Multi-turn defense
is an active research area (Du et al. 2025, “Multi-
Turn Jailbreaking Large Language Models via Atten-

tion Shifting”; Liu et al. 2026 MTMCS-Bench).

A third issue is governance overlay. Beyond techni-
cal guardrails, mature deployments include incident
response, third-party audits, transparency reports,
and red-team result publications. The EU AI Act’s
General-Purpose AI Model (GPAI) provisions (Article
55) require frontier providers to maintain documenta-
tion, conduct red-team evaluations, and report seri-
ous incidents within 15 days. The U.S. NIST AI Risk
Management Framework provides voluntary guidance
covering similar territory. Schuett (2023, “Three lines
of defense against risks from AI”) proposes the “three
lines of defense” model adapted from financial-services
governance: line 1 (engineering) implements controls;
line 2 (compliance/risk) audits them; line 3 (indepen-
dent) provides assurance. Mature LLM providers ap-
proximate this structure.

In summary, the combination of training-time align-
ment, deployment-time guardrails, and governance
overlay constitutes the present operational envelope
for LLM safety. The cost asymmetry between attacks
and defenses persists, new attack categories continue
to emerge, and the agentic-systems frontier raises the
blast radius of failures. But the 2026 engineering pic-
ture is substantially more mature than in 2023, with
multi-layered defense, continuous red teaming, struc-
tured monitoring, and governance overlay converging
across major providers.

32



Title Suppressed Due to Excessive Size

11. Frontier Catastrophic Risks: CBRN,
Cyber, Persuasion, and Scalable
Oversight

Whereas Section 10 focused on opera-
tional guardrails for present-day systems,
this section turns to catastrophic risks—
chemical/biological/radiological/nuclear (CBRN)
uplift, large-scale cyber-offense, mass persuasion, and
the supervision of models more capable than their
human overseers—organized as dual-use evaluations
(11.1), cyber and autonomy risks (11.2), and weak-to-
strong oversight (11.3). The literature is smaller than
for jailbreaks but policy-critical: frontier-capability
evaluations now determine regulatory compliance
under the EU AI Act Article 55 (GPAI) and the U.S.
AI Executive Order. The principal evaluation frame-
works are Shevlane et al. (2023, “Model evaluation
for extreme risks”) with nine extreme-risk categories;
WMDP (Li et al. 2024) with 4,157 multiple-choice
questions across WMDP-Bio (1,273), WMDP-Cyber
(1,987), and WMDP-Chem (897); the cybersecurity
reviews of Ferrag et al. (2025) and Zhang et al. (2025,
Cybersecurity); and the superalignment research pro-
gram initiated by Burns et al. (2023, “Weak-to-Strong
Generalization”). Frontier LLMs (GPT-4, Claude 3
Opus, Llama 3-70B) score 50–80% on WMDP, and
Anthropic’s Responsible Scaling Policy distinguishes
capability levels ASL-1 through ASL-4 with red-team
gates between them.

11.1. Dual-Use and CBRN Uplift Evaluations
(WMDP, Shevlane)

The dual-use risk of LLMs is that the same genera-
tive capability that helps a biology student also helps
a malicious actor design a pathogen. The two anchors
of this evaluation literature are Shevlane et al. (2023)
for the policy-level framework of nine extreme-risk
categories and WMDP (Li et al. 2024) for the oper-
ational multiple-choice benchmark used by labs and
regulators. Shevlane, Farquhar, and colleagues (2023,
“Model evaluation for extreme risks”) provide the
canonical framework for evaluating whether a fron-
tier LLM materially uplifts a malicious actor’s ca-
pability beyond what they would achieve from pub-
lic sources alone. The framework distinguishes nine
extreme-risk categories: cyber-offense, deception, per-
suasion and manipulation, political strategy, weapons
(CBRN), long-horizon planning, AI development, situ-
ational awareness, and self-proliferation. For each, the
evaluation asks: does the model provide actionable,
non-trivial uplift?

WMDP (Li et al. 2024, “The WMDP Benchmark:

Measuring and Reducing Malicious Use With Unlearn-
ing”) operationalizes this with 4,157 multiple-choice
questions across three domains: WMDP-Bio (1,273
questions on hazardous biology including pathogen de-
sign and bioweapons), WMDP-Cyber (1,987 questions
on cyber-offense including exploit development and
reverse engineering), and WMDP-Chem (897 ques-
tions on hazardous chemistry). Frontier LLMs (GPT-
4, Claude-3-Opus, Llama 3-70B) score 50–80% on
WMDP, indicating substantial dual-use knowledge.
The WMDP authors propose RMU (Representation
Misdirection for Unlearning), which perturbs inter-
nal activations toward random directions on hazardous
concepts. RMU reduces WMDP-Bio accuracy by 30–
60% while maintaining MMLU within 2 points—a par-
tial unlearning result.

Operational uplift evaluations have moved beyond
multiple-choice. Anthropic’s Responsible Scaling Pol-
icy distinguishes capability levels (ASL-1 through
ASL-4); CBRN evaluations include red-team exercises
with domain experts (biosecurity professionals, cyber-
security researchers) who assess whether the model
materially helps them complete a hazardous task.
Public results from these evaluations are limited but
indicate that current frontier models provide modest
uplift on biology and cyber tasks but do not enable
previously-impossible attacks. Wheeler (2025, “Re-
sponsible AI in biotechnology: balancing discovery,
innovation and biosecurity risks”) provides the prin-
cipal review of this space.

A specific concern is autonomous agent uplift. Cosci-
entist (Boiko et al. 2023, “Autonomous chemical re-
search with large language models”, Nature) demon-
strated a GPT-4-based system that designs, plans,
and executes chemistry experiments autonomously.
The same capability could be misused for hazardous
synthesis. Coscientist’s authors implemented re-
fusal mechanisms for explicit hazardous requests,
but the broader problem—an autonomous agent that
combines benign-seeming sub-tasks into a dangerous
outcome—remains an open evaluation challenge.

11.2. Cybersecurity, Code-Synthesis, and Autonomy
Risks

LLMs are simultaneously a defensive asset (vulnera-
bility detection, log analysis, incident response) and
an offensive tool (phishing generation, exploit devel-
opment, social engineering, malware authoring). The
cybersecurity dimension of LLM safety has its own
substantial literature. Ferrag et al. (2025, “Genera-
tive AI in cybersecurity: A comprehensive review of
LLM applications and vulnerabilities”) and Zhang et
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al. (2025, “When LLMs meet cybersecurity: a system-
atic literature review”, Cybersecurity) survey the dual
role of LLMs as both potential attack tool and de-
fensive asset. On the attack side, LLMs can gener-
ate phishing content, exploit existing vulnerabilities
(autonomous fuzzing, exploit development), automate
social engineering, and assist in malware authoring.
Gupta et al. (2023, “From ChatGPT to ThreatGPT:
Impact of Generative AI in Cybersecurity and Pri-
vacy”) catalog ChatGPT-assisted attack scenarios; the
Hossen et al. (2024) “Double Backdoored” paper shows
that compromised code LLMs can convert their back-
doors into traditional malware via adversarial instruc-
tion tuning.

WMDP-Cyber’s 1,987 questions probe cyber-offense
knowledge, ranging from buffer-overflow exploitation
to PowerShell evasion. Frontier models score 60–
75% on this benchmark, with frontier-model providers
reporting that this represents non-trivial uplift for
sophisticated attackers. Mitigations include refusal
training on hazardous-cyber requests, output filters
that flag generated exploits, and capability gating in
code-assistant deployments (e.g., disabling certain API
access in shared-environment deployments).

A second axis is agent autonomy. Self-replicating
agent demonstrations (e.g., AutoGPT, BabyAGI in
2023; subsequent extensions in 2024–2025) raised the
prospect of LLMs that recruit additional resources—
payment, compute, code repositories—to accomplish
goals. Park et al. (2024) report that AI deception is
documented across multiple frontier LLMs. The con-
vergence of autonomous agency, deception capability,
and dual-use knowledge is the principal concern moti-
vating frontier-risk evaluations.

11.3. Weak-to-Strong Generalization and
Superalignment

The longest-horizon problem in LLM safety is super-
alignment: aligning an LLM that is more capable
than its human supervisors. The empirical anchor is
Burns et al. (2023, “Weak-to-Strong Generalization”),
in which a GPT-2-level weak supervisor fine-tunes a
GPT-4-level strong student and recovers ~50% of the
capability gap under naive imitation, with substantial
further recovery under a confidence-promoting auxil-
iary loss. Standard RLHF requires that human label-
ers can identify desirable responses; if the model can
solve problems the labelers cannot (e.g., formal math-
ematical proofs, complex policy analysis, novel scien-
tific reasoning), the supervisor signal becomes unreli-
able. Burns et al. (2023, “Weak-to-Strong Generaliza-
tion: Eliciting Strong Capabilities With Weak Super-

vision”) frame this as an empirical research program:
train a strong model using labels from a weak model
and measure whether the strong model can recover its
full capability or whether it is bound by the weak su-
pervisor.

Burns et al.’s setup uses a small GPT-2-level model
as the weak supervisor and a GPT-4-level model as
the strong student. The strong student is fine-tuned
on labels generated by the weak supervisor for a se-
ries of NLP tasks. The naive approach (the strong
student imitates the weak supervisor) recovers about
50% of the gap between weak-supervisor performance
and strong-model ground-truth performance. With a
small auxiliary loss that encourages the strong student
to be confident in its own answers, recovery improves
substantially. The result is encouraging—weak super-
vision can elicit strong capability—but the result is
bounded: it does not yet generalize to complex reason-
ing or open-ended tasks, and the question of whether
weak supervision aligns (not just elicits capability) is
more subtle.

Sang et al. (2024, “Improving Weak-to-Strong Gener-
alization with Scalable Oversight and Ensemble Learn-
ing”) extend Burns et al.’s framework with ensemble-
based scalable oversight. Huang et al. (2024, “The Su-
peralignment of Superhuman Intelligence with Large
Language Models”) survey the broader superalign-
ment research agenda. Zeng et al. (2025, “Super Co-
alignment of Human and AI for Sustainable Symbiotic
Society”) propose a co-alignment framework. These
approaches have not yet scaled to frontier deploy-
ments.

A complementary research thread is interpretability
for safety. Zou et al. (2023, “Representation Engineer-
ing: A Top-Down Approach to AI Transparency”) and
the activation-steering literature (Rimsky et al. 2024)
propose that we can read, write, and verify safety-
relevant concepts in model activations. Zhao et
al. (2024, “Explainability for Large Language Mod-
els: A Survey”) provides the broader survey of inter-
pretability techniques. Mechanistic interpretability—
tracing specific behaviors to specific circuits—is a long-
running research program (Olah et al., Anthropic
team; Wang et al., MATS) that has produced incre-
mental but real progress. The hope is that inter-
pretability scales with model capability and provides
an oversight signal independent of human labelers.

A third thread is constitutional and pluralistic align-
ment at the policy level. Public Constitutional
AI (Abiri 2024) proposes that constitutions should
be developed through democratic processes rather
than corporate fiat. The 2025 Frontiers in Artifi-
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cial Intelligence and AI & Society literature explores
cross-cultural alignment, group preference optimiza-
tion (Zhao et al. 2023), and multi-stakeholder gover-
nance (Wilfley et al. 2026, “Competing Visions of Eth-
ical AI: A Case Study of OpenAI”). These are gover-
nance contributions to the technical alignment prob-
lem and are likely to grow in importance as frontier-
model deployment becomes a public-policy issue.

The frontier-risk picture as of 2026 is mixed. On the
one hand, current frontier models (GPT-4o, Claude 3
Opus, Gemini 1.5 Ultra, Llama 3-405B) exhibit sub-
stantial dual-use knowledge but their uplift on real-
world hazardous tasks appears modest—red-team ex-
perts report that the models help with literature re-
view and conceptual scaffolding but do not enable
previously-impossible attacks. On the other hand, the
trajectory of capability is steep, the trajectory of agen-
tic autonomy is steep, and the trajectory of mitigation
has not kept pace. The Responsible Scaling Policies
of frontier labs and the EU AI Act’s GPAI provisions
provide some institutional pressure for safety evalua-
tion, but the core technical problem—how to align a
system more capable than its overseers—remains un-
solved.

A specific 2026 development is the proliferation
of agentic frontier evaluations. Beyond chat-only
WMDP, evaluations now probe agent-task completion
on hazardous-domain workflows: can the model au-
tonomously synthesize a hazardous compound given
laboratory equipment? can it autonomously execute a
phishing campaign? can it bootstrap a self-replicating
agent? These evaluations are conducted in sandboxed
environments by frontier labs and by independent red-
team contractors (e.g., METR, formerly ARC Evals).
Public results to date suggest that current frontier
models cannot autonomously complete the most con-
cerning tasks but can complete sub-components, mo-
tivating ongoing capability monitoring.

The superalignment agenda has produced its first de-
ployable artifacts. Constitutional Classifiers (Sharma
et al. 2025) are an early example of a defense that does
not require labeling individual harmful behaviors—the
constitution generates synthetic data covering a vast
attack space. RMU unlearning (Li et al. 2024) is an
early example of capability-level removal—the model
loses hazardous knowledge while retaining benign ca-
pability. Activation-engineering (Rimsky et al. 2024;
Zou et al. 2023) is an early example of decoding-time
alignment that does not require human preference la-
bels. These are concrete demonstrations that scalable
alignment is technically tractable for current capabil-
ity levels; whether the techniques continue to scale to

substantially more capable models is the open ques-
tion.

Critics argue that the superalignment program is over-
optimistic. Casper et al. (2023) enumerate funda-
mental limits of RLHF and conclude that no cur-
rent alignment technique provides robust guarantees.
Lindström et al. (2025) argue that the sociotechni-
cal assumptions of RLHF (consistent labelers, well-
defined preferences, single-reward objective) are vio-
lated at scale. Ngo et al. (2024) catalog “deceptive
alignment” failure modes in which a model behaves
aligned during training but pursues divergent goals in
deployment. The 2025 “Helpful, harmless, honest?”
paper of Lindström et al. and the broader pluralistic-
alignment literature (Group Preference Optimization,
Public Constitutional AI) argue that the alignment
problem is fundamentally pluralistic and political, not
merely technical.

In summary, for current frontier models, the engineer-
ing picture is substantially mature: layered defense-
in-depth, structured evaluation, governance overlay.
For near-future frontier models, capability evaluations
and Responsible Scaling Policies provide a brake on
extreme deployments. For long-future superintelligent
models, the technical problem is open and scalable-
oversight research is the principal hedge. The 2026
surveys—Hao et al., Liao et al., Ma et al., Raza et
al.—identify the convergence of “regular safety” and
“frontier risk” practices as the dominant trend.

12. Limitations, Open Problems, and Future
Predictions

This closing section synthesizes open problems, states
eight falsifiable predictions for 2026–2028, and pro-
vides a glossary. The open-problems set is drawn from
Casper et al. (2023, “Open Problems and Fundamen-
tal Limitations of RLHF”), Hao et al. (2026), Liao et
al. (2026), Ma et al. (2025), and Dong et al. (2025),
and is organized around four pillars: distributional ro-
bustness (12.1), sociotechnical limits (12.2), forecasts
(12.3), and a glossary (12.4).

12.1. Distributional Robustness and Generalization
Gaps

The most pressing technical problem is distributional
robustness: alignment trained on a finite distribution
does not generalize uniformly to all inputs. The two
failure modes identified by Wei et al. (2023, “Jail-
broken: How Does LLM Safety Training Fail?”)—
competing objectives and mismatched generaliza-
tion—remain the canonical lens for diagnosing why
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Risk class Evaluation
Frontier-model status
(2026) Mitigation

CBRN-Bio WMDP-Bio (1,273
Q)

50–80% knowledge RMU unlearning; refusal SFT

CBRN-Chem WMDP-Chem (897
Q)

similar refusal SFT; expert-uplift studies

Cyber-offense WMDP-Cyber
(1,987 Q)

60–75% knowledge refusal SFT; capability gating

Persuasion Custom red-team uplift demonstrated refusal; transparency labels
Long-horizon
planning

Agent benchmarks improving but bounded capability containment

Self-proliferation Anthropic RSP ASL-2 typical 2026 capability evals; halt at ASL-3
Deception Park 2024 survey documented in multiple

LLMs
honesty SFT; activation probes

Cyber-defense LLM as defender promising varied applications

specific attack families (cipher, low-resource transla-
tion, many-shot, multimodal) bypass otherwise-robust
models. Competing objectives describe situations in
which the model’s instruction-following capability con-
flicts with safety training (cipher attacks, persua-
sion attacks, role-play); mismatched generalization de-
scribes situations in which safety training data does
not cover the test distribution (low-resource languages,
multimodal inputs, long-context many-shot).

Both failure modes are exacerbated by the cost asym-
metry between attack and defense. A single GCG run
takes 5–60 GPU-minutes; a single PAIR attack costs
$0.02 in API fees; a many-shot jailbreak requires only
context-window manipulation. By contrast, defending
against the attack family requires hundreds of GPU-
hours of safety SFT, additional preference-data collec-
tion, and ongoing classifier maintenance. Attackers
also benefit from compositional creativity—combining
cipher with persuasion, multilingual with many-shot,
multimodal with persuasion—producing a combinato-
rial explosion of attack variants that no fixed defense
can fully cover.

The 2025–2026 consensus, articulated in Sharma et
al.’s Constitutional Classifiers paper and the lifecycle
survey of Hao et al., is that distributional robustness
is best approached through adversarial-aware train-
ing data generation: synthesize attack instances using
LLM-based generators (the constitutional approach),
train classifiers on the synthesized adversarial corpus,
and rotate the generator-classifier pair as new attack
categories emerge. This is the production-grade ap-
proach in 2026 deployments, and it provides meaning-
ful but not complete robustness.

12.2. Sociotechnical and Pluralistic Alignment Limits

Beyond distributional robustness, alignment faces so-
ciotechnical limits that no purely algorithmic improve-
ment can resolve—because the assumptions of con-
sistent labelers, single-axis preferences, and culturally
portable values are violated empirically. Lindström
et al. (2025, “Helpful, harmless, honest? Sociotech-
nical limits of AI alignment and safety through Re-
inforcement Learning from Human Feedback”) argue
that the assumptions of RLHF—consistent labelers,
well-defined single-axis preferences, transferable values
across populations—are systematically violated. La-
belers disagree at 20–40% rates on harmlessness judg-
ments (Bai et al. 2022); cultural variation in what
constitutes harmful content is substantial (González
Barman et al. 2024); minority preferences collapse
onto majority opinion under standard RLHF (Xiao et
al. 2025, “On the Algorithmic Bias of Aligning Large
Language Models with RLHF: Preference Collapse and
Matching Regularization”).

Pluralistic alignment proposals address these issues.
Group Preference Optimization (Zhao, Dang, and
Grover 2023) trains group-conditional reward models.
Personalized Alignment (Guan et al. 2025) extends to
user-level preference learning. Public Constitutional
AI (Abiri 2024) advocates democratically-developed
constitutions. RLHF: Whose Culture, Whose Values,
Whose Perspectives (González Barman et al. 2024)
provides the philosophical critique. The principal chal-
lenge for pluralistic alignment is reconciling pluralism
with hard safety constraints: a personalized model
that respects individual preferences must still refuse
to produce CBRN-uplift content, and the boundary
between user-customizable and inviolable safety is con-
tested.
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A related limit is the political nature of frontier-model
deployment. Wilfley, Ai, and Sanfilippo (2026, “Com-
peting Visions of Ethical AI: A Case Study of Ope-
nAI”) document divergent ethical framings within a
single frontier-model provider. The 2024 Lancet Dig-
ital Health editorial by Ong et al. catalogs medical-
LLM-specific ethical concerns. The 2025 EU AI Act
and the 2024 U.S. AI Executive Order represent gov-
ernmental attempts to constrain frontier-model behav-
ior; their interaction with technical safety is still be-
ing worked out. The trajectory is toward a hybrid
regime in which technical safety controls are required
by regulation, audited by third parties, and updated
continuously.

12.3. Predictions and Falsifiable Forecasts toward
2027

The survey closes with eight falsifiable predictions for
2026–2028, each stated with an explicit falsification
criterion.

Prediction 1: Constitutional Classifier-style defenses
become the deployment standard for frontier consumer
assistants by end-2026. Falsified if Anthropic, Ope-
nAI, Meta, or Google deploy production safety stacks
without input/output classifiers trained on synthetic
adversarial data conditioned on a written constitution
by Q4 2026.

Prediction 2: action-graph red-team metrics replace
prompt-only ASR as the principal agent-safety metric.
Falsified if HarmBench or its successor in 2027 still
reports only prompt-level ASR for agent benchmarks.

Prediction 3: jailbreak ASR on frontier closed mod-
els stabilizes between 5% and 15% with no further
substantial reduction. Falsified if any frontier closed
model achieves <2% jailbreak ASR sustained across
HarmBench plus a novel attack distribution.

Prediction 4: multimodal jailbreaks become the dom-
inant attack family by mid-2027. Falsified if text-only
jailbreaks remain >50% of published attack-paper
count in 2027.

Prediction 5: agentic safety becomes a recognized sub-
discipline with its own conferences, journals, and stan-
dards. Falsified if no major venue (NeurIPS, ICML,
ICLR, ACL, EMNLP, S&P, USENIX Security) cre-
ates a dedicated agentic-safety track by end-2027.

Prediction 6: WMDP-Bio scores below 30% become
achievable without >5%MMLU degradation. Falsified
if no published technique achieves this combination by
end-2027; RMU and successor unlearning techniques
would need substantial improvement.

Prediction 7: EU AI Act GPAI compliance reports be-
come the de facto international standard for frontier-
model safety disclosure. Falsified if major non-EU ju-
risdictions (U.S., U.K., Singapore, Japan) develop ma-
terially different reporting standards by end-2027.

Prediction 8: the cost asymmetry between attack and
defense narrows but does not invert. Falsified if suc-
cessful jailbreak attacks against frontier models rou-
tinely require >$1,000 of attacker resources by end-
2027 — that would represent inversion.

These predictions are intended to be falsifiable, not
necessarily probable. The aggregate picture they
sketch is one of continuing engineering progress (pre-
dictions 1, 2, 5, 6) combined with persistent attacker
advantage (predictions 3, 4, 8) under a consolidating
governance regime (prediction 7). The combined tra-
jectory is consistent with the 2026 survey consensus
that safety is engineering-tractable for present-day ca-
pabilities and research-frontier for future ones.

12.4. Glossary and Terminology

To support retrieval, this glossary collects the principal
terms and acronyms used throughout the survey with
concise definitions and canonical references; readers
can use it as an index back into the relevant sections.

12.5. Concluding Remarks

This subsection consolidates lessons from the preced-
ing eleven sections. In nine years, LLM safety has
moved from a research curiosity to a pillar of frontier-
model engineering. The 2017 PPO algorithm of Schul-
man et al., adapted to language by Ziegler et al. (2019),
Stiennon et al. (2020), and Ouyang et al. (2022), is
now the backbone of every commercial LLM. The 2022
Constitutional AI of Bai et al. and the 2023 DPO of
Rafailov et al. provide complementary recipes. The
2023 GCG attack of Zou et al. revealed the vulnerabil-
ity of all current alignment. The defense-engineering
response culminated in 2025’s Constitutional Classi-
fiers from Sharma et al. The 2024–2026 rise of agentic
systems opened a new frontier the field is still map-
ping.

The principal lessons are five. First, safety is layered,
not monolithic: training-time alignment, decoding-
time intervention, output classification, system-level
architecture, and governance overlay are complemen-
tary, not substitutable. Second, attacks evolve faster
than defenses: any fixed defense will be defeated, so
safety engineering must be continuous. Third, evalua-
tion is multi-dimensional: ASR alone is insufficient,
and modern practice combines safety, trust, bias,
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privacy, and agentic-graph metrics into a structured
scorecard. Fourth, the cost asymmetry between attack
and defense persists, shaping research priorities and
deployment architectures. Fifth, frontier risks require
both engineering and governance responses: Consti-
tutional Classifiers, RMU unlearning, and weak-to-
strong research are necessary but not sufficient. The
EU AI Act GPAI provisions, the U.S. NIST AI Risk
Management Framework, third-party audits, and Re-
sponsible Scaling Policies provide the complementary
institutional scaffolding.

13. Critical Synthesis and Open Problems
Building on the twelve preceding sections, this sec-
tion synthesizes the field’s method families and states
the open problems that define 2025–2026 research.
We compare alignment families, then enumerate open
problems and emerging directions.

PPO trades off sample efficiency for the strongest
constrained-optimization guarantees, but requires a
separate reward model and unstable on-policy sam-
pling. DPO optimizes for closed-form preference
matching at roughly 30% of PPO’s compute cost, but
inherits a length bias and is sensitive to the reference
policy’s coverage. GRPO and group-relative variants
amortize reward-model calls across sampled groups
and dominate reasoning-LLM post-training in 2025–
2026. Safe RLHF adds a Lagrangian-constrained harm
budget that PPO and DPO lack, but requires a second
cost model and tuning of the multiplier λ. Constitu-
tional AI replaces human harmlessness labelers with
an AI critic guided by ~75 written principles, cutting
label cost but inheriting the constitution’s blind spots.
RLAIF generalizes the AI-critic substitution beyond
harmlessness, with 1/10 the cost of human RLHF
when the labeler model is strong. Constitutional Clas-
sifiers (Sharma et al. 2025) shift the constitutional ap-
proach from training-time fine-tuning to deployment-
time classifiers, achieving the strongest reported 2025–
2026 universal-jailbreak defense. Across these meth-
ods, the recurring tension is helpfulness vs. harmless-
ness: every gain on one axis taxes the other, and plu-
ralistic alignment frameworks (Group Preference Op-
timization, Personalized Alignment, Public Constitu-
tional AI) are emerging to address this.

Eight open problems define the 2025–2026 frontier.
Distributional generalization is the headline issue:
alignment trained on English chat data fails on ci-
pher, low-resource translation, many-shot, and mul-
timodal inputs (Wei et al. 2023; Yong et al. 2023;
Anil et al. 2024). Cost asymmetry persists, with a
jailbreak costing $0.02 in API fees while defending

requires hundreds of GPU-hours and ongoing clas-
sifier maintenance (Ma et al. 2025). Agentic blast
radius has grown faster than evaluation: AgentDojo
reports 11–47% targeted-attack ASR while text-level
evaluation misses tool-call vulnerabilities (Debenedetti
et al. 2024). Supply-chain integrity is fragile, with
Bowen et al. 2024 (0.1% pre-training), Alber et al. 2025
(0.001% medical), and BadEdit (Li et al. 2024, 0.01%
parameters) all showing that small adversarial frac-
tions persist through clean fine-tuning. Hardware-
level integrity is exposed by SBFA (Guo et al. 2025),
which disables refusal via a single-bit flip with no
current production mitigation. Sociotechnical plural-
ism remains unresolved: RLHF assumes consistent la-
belers and single-axis preferences, but Lindström et
al. 2025 and Xiao et al. 2025 show preference col-
lapse onto majority opinion at minority expense. Scal-
able oversight is bounded, with Burns et al. 2023
weak-to-strong recovery at roughly 50% of the gap.
Adversarial-aware evaluation is itself an open prob-
lem, since static benchmarks become contaminated
against adaptive adversaries while dynamic bench-
marks (Jailbreak-Zero, HarmBench-CI) are not yet
standardized.

Five future directions emerge for 2026. The first is
constitutional-classifier deployment as a default, re-
placing ad hoc moderation stacks. The second is
action-graph red-teaming that monitors tool calls,
plans, and memory beyond text outputs (Mind-the-
Gap; Wicaksono et al. 2025). The third is plu-
ralistic alignment via Group Preference Optimiza-
tion (Zhao et al. 2023) and Personalized Alignment
(Guan et al. 2025), reconciling per-user preferences
with hard safety floors. The fourth is mechanistic-
interpretability-driven oversight that scales activation
steering (Rimsky et al. 2024) and Representation En-
gineering (Zou et al. 2023) into deployment-grade veri-
fication. The fifth is lifecycle-integrated safety, follow-
ing Hao et al. 2026 in applying different techniques
at pre-training, fine-tuning, deployment, and post-
deployment monitoring.

14. Conclusion
This survey has mapped LLM safety across nine years,
twelve major sections, and several hundred named
methods, datasets, and benchmarks. Across these,
three high-level tensions organize the field. First, ca-
pability and safety co-scale unevenly: GPT-4 outper-
forms GPT-3.5 on TruthfulQA but underperforms on
certain DecodingTrust dimensions. Second, attacks
evolve faster than defenses: every alignment innova-
tion has been met within months by a counter-attack,

38



Title Suppressed Due to Excessive Size

and the cost asymmetry favors attackers. Third, agen-
tic deployment expands the blast radius of failure: text
becomes actions, and refusal-rate evaluation gives way
to action-graph metrics.

The alignment backbone runs from PPO (Schulman
et al. 2017) and InstructGPT (Ouyang et al. 2022)
through Constitutional AI (Bai et al. 2022), DPO
(Rafailov et al. 2023), and Safe RLHF (Dai et al. 2023).
Deployment-time guardrails are anchored by Llama
Guard (Inan et al. 2023), SmoothLLM (Robey et
al. 2023), Gradient Cuff (Hu et al. 2024), and Safe-
Infer (Banerjee et al. 2024). Principal jailbreaks span
GCG (Zou et al. 2023), PAIR (Chao et al. 2023), Au-
toDAN (Zhu et al. 2023), AmpleGCG (Liao and Sun
2024), AdvPrompter (Paulus et al. 2024), Many-shot
Jailbreaking (Anil et al. 2024), and FigStep (Gong et
al. 2025). Injection and agent defense are covered
by StruQ and SecAlign (Chen et al. 2024), Agent-
Dojo (Debenedetti et al. 2024), and R-Judge (Yuan
et al. 2024). The benchmark axis is dominated by
HarmBench (Mazeika et al. 2024), TrustLLM (Huang
et al. 2024), WMDP (Li et al. 2024), and TOFU
(Maini et al. 2024), with Constitutional Classifiers
(Sharma et al. 2025) the strongest deployed defense
to date. Open problems documented above include
distributional generalization, cost asymmetry, agen-
tic blast radius, supply-chain integrity, hardware-level
integrity, sociotechnical pluralism, and scalable over-
sight.

Five future directions stand out for 2026–2028. First,
constitutional-classifier-style synthetic-adversarial
training will become the deployment standard. Sec-
ond, action-graph red teaming will replace prompt-
only ASR as the principal agent metric. Third,
pluralistic alignment will reconcile personalization
with hard safety floors. Fourth, interpretability-
driven oversight will scale activation steering into
deployment-grade verification. Fifth, governance
regimes—the EU AI Act GPAI provisions, NIST AI
RMF, Responsible Scaling Policies, and third-party
audits—will shape the operational envelope alongside
technical mitigations. The next several years will
determine whether the engineering-tractable regime of
present-day LLM safety extends to the next generation
of frontier systems, or whether agentic autonomy, de-
ception, and scalable oversight require fundamentally
new techniques. Either way, the field has matured
to the point where systematic surveys are not merely
useful but necessary.
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Term Definition Reference

RLHF Reinforcement Learning from Human Feedback; three-stage
SFT→RM→PPO pipeline

Ouyang 2022

DPO Direct Preference Optimization; closed-form alternative to
PPO

Rafailov 2023

RLAIF RL from AI Feedback; uses AI critic instead of human labels Lee 2023
Constitutional AI Self-improvement via written constitution Bai 2022
Safe RLHF Lagrangian-constrained RLHF with separate harm cost

model
Dai 2023

HHH Helpful, Honest, Harmless triad Askell 2021
ASR Attack Success Rate Zou 2023
GCG Greedy Coordinate Gradient adversarial suffix attack Zou 2023
PAIR Prompt Automatic Iterative Refinement; black-box

LLM-attacker JB
Chao 2023

AmpleGCG Generative model of transferable adversarial suffixes Liao Sun 2024
AutoDAN Genetic-algorithm jailbreak preserving readability Zhu 2023
AdvPrompter Fast adaptive adversarial prompter via attacker LLM Paulus 2024
GPTFUZZER Mutation-based black-box red-teaming Yu 2023
DAN “Do Anything Now”; in-the-wild jailbreak family Shen 2024
PAP Persuasive Adversarial Prompts Zeng 2024
MSJ Many-shot Jailbreaking; long-context attack Anil 2024
FigStep Typographic visual jailbreak for VLMs Gong 2025
IPI Indirect Prompt Injection Greshake 2023
Llama Guard 7B input/output safety classifier Inan 2023
Constitutional
Classifiers

Anthropic’s 2025 frontier defense Sharma 2025

SmoothLLM Randomized smoothing defense Robey 2023
Gradient Cuff Refusal-loss-landscape JB detector Hu 2024
StruQ Structured-query prompt-injection defense Chen 2024
SecAlign DPO-based prompt-injection defense Chen 2024
AdvBench 520-prompt benchmark of harmful behaviors Zou 2023
HarmBench 510 × 18 × 33 standardized red-team eval Mazeika 2024
BeaverTails 333,963 QA preference dataset Ji 2023
HH-RLHF 161k Anthropic helpful+harmless preferences Bai 2022
TruthfulQA 817Q benchmark of imitative falsehoods Lin 2022
ToxiGen 274k machine-gen implicit-hate sentences Hartvigsen 2022
RealToxicityPrompts 100k web-mined prompts with Perspective scores Gehman 2020
DecodingTrust 8-dimension trustworthiness eval of GPT-3.5/GPT-4 Wang 2023
TrustLLM 30-dataset 8-dimension 16-LLM scorecard Huang 2024
WMDP 4,157Q dual-use unlearning benchmark Li 2024
TOFU Fictitious-author unlearning benchmark Maini 2024
XSTest 250-prompt over-refusal benchmark Röttger 2024
AgentDojo 79 user × 629 attacker tasks for agent IPI Debenedetti 2024
R-Judge 569-record agent risk-awareness benchmark Yuan 2024
ASB Agent Security Bench Zhang 2024
MCP-SafetyBench Model Context Protocol agent safety Zong 2025
BadEdit Model-editing-based backdoor planting Li 2024
VPI Virtual Prompt Injection backdoor Yan 2023
RMU Representation Misdirection for Unlearning Li 2024
Sycophancy Model agrees with user despite knowing better Sharma 2024
Hallucination Generation unfaithful to source/world Zhang 2023 (Siren’s

Song)
Over-refusal Refusing benign requests; alignment-tax tradeoff Röttger 2024
Weak-to-strong
generalization

Aligning a stronger model with weaker supervision Burns 2023

Superalignment Aligning models more capable than overseers OpenAI 2023;
Burns 2023

Action graph Tool-call trajectory of an agent Wicaksono 2025
Universal jailbreak Single attack that bypasses many models / categories Sharma 2025
Refusal policy r : X → {comply, refuse} learned via RLHF Hu 2024
KL penalty β·D_KL(π‖π_ref) regularizer in PPO Schulman 2017
Bradley-Terry Probabilistic preference model used in reward training Bradley Terry 1952
GPAI General-Purpose AI Model under EU AI Act Article 55 EU 2024
RSP Responsible Scaling Policy (Anthropic) Anthropic 2023
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